YTBEPXJIEHA

pacnopsDKeHHEM A TMUHUCTPALHH
MYHHULHNIAIBHOTO 00pa3oBaHusI
«HoBoTopssmbckuit

MYHHIUAIAILHBIA  paiioH»
or @6 bR ) 1. No ZFP

JOJDKHOCTHASI UHCTPYKIMST
OTBETCTBEHHOI0 32 OPraHU3ANHI0 00Pa0OTKH MePCOHAIbHBIX JAHHBIX B
AZMHHHCTPAIIMH MYHHIUIAJIbLHOTO o0pa3zoBaHus
«HoBOTOPBSIbLCKHI MYHUIUNAIBHBIN paiiomn»

1. OBIIIME NOJIOXKEHUSA

1.1. OTBeTCTBEHHBIM 3a OpraHM3aIMIO OOPAGOTKH MEPCOHANBHBIX MAHHBIX (jaiee —
OTBETCTBEHHBIH) SBIAETCS INTATHBIA  COTPYIHHMK  AJIMHHHCTDALMH MYHHUIIMIAIBHOTO
obpasoBanus «HOBOTOPBSUIBCKMN MYHMIMIANGHEL —paifoHy» (mamee — AJMHHHCTpALUK),
Ha3HAYCHHBIA PACIIOPHKCHUAEM AMUHHUCTPAIIH.

1.2. OtBercTBeHHEIH 3a OpraHm3amui0 OOpabOTKH MEPCOHATBHBIX JAHHBIX IOJKEH
PYKOBOZICTBOBATECS B CBOEH JeATebHOCTH DenepanbHbiM 3akoHOM 0T 27 uronst 2006 1. Nol52-
@3 «O mepcoHaNbHBIX NaHHBIX», HOPMATHBHBIMH IIPABOBBIMH aKkTAMU AIMUHUCTpALHY,
HAaCTOSIIEH NOJKHOCTHON HHCTPYKITHEH.

1.3. OtBeTCTBEHHBIN OTBEYaeT 3a MOLAEPIKAHUE HEOOXOMMMOTO YPOBHS 0E30MaCHOCTH
OOBEKTOB 3alUTEI, ABIAETCS YIOIHOMOYCHHBIM Ha TIPOBEICHUE PAbOT [0 TEXHHUECKOH 3aIiTe
MHGOPMAlMK ¥ TIONAEPIKAHHIO JOCTUTHYTOTO YPOBHS 3allUTHI HHQPOPMAIIMOHHBIX CHCTEM
NEpPCOHANBHBIX JNaHHBIX (nanee - WCII[H) m ee pecypcoB Ha sTamax SKCIUTyaTal[id U

MOJIEpHHU3AIHH.
1.4. OTBeTCTBEHHBIH OCYIIECTBIIIET METOAMYECKOE PYKOBOICTBO COTPYIHHKOB, MMEIOLIHX
CaHKIMOHMPOBAHHBI [OCTYI K MEPCOHANBHBIM IaHHbIM (mamee - I1J[H), B BOIIpOcax

obecmeueHus 6€30MaCHOCTH EPCOHATBHEIX JaHHBIX. "

1.5. TpeGoBaHUS OTBETCTBEHHOTO, CBI3aHHEIE C BBIIOTHEHHEM MM CBOWX JOJDKHOCTHBIX
OOs3aHHOCTEH, ~OOA3aTENBHBI MU  HCHOJHEHHS BCEMH  COTPYAHHKAME,  HMEIOIIHMH
CaHKIIMOHMPOBAHHEIM nocTyn K IT/[H.

1.6. OTBETCTBEHHBII HECET EPCOHANBHYIO OTBETCTBEHHOCTD 34 KAYECTBO IIPOBOJIMMBIX UM
paboT 10 KOHTPOJIIO AEHCTBUI COTPYIHHKOB, MMEIOIIHX CaHKIMOHUPOBaHHBIN focTym K [1]]H,
COCTOSTHHE U IOJEPIKaHUEe YCTAaHOBIEHHOIO ypoBHsI 3aruthl LCIT/IH.

2. PYHKIIMU OTBETCTBEHHOI' O

2.1. OTBETCTBEHHBII JOJKEH:

2.1.1.  ocymecTBIsTP BHYTPEHHHH KOHTPOIb 3a  COONIOMCHHEM TpeboBaHuii
3aKoHozarenscTBa PO 1pu 06paboTke mepcoHANBHBIX JaHHBIX B AIMUHUCTPALAN, B TOM UHCIe
TpeOOBaHMH K 3aIlUTE IEPCOHANBHBIX JAHHbIX

2.1.2. BeCTH MHCTPYKTaX COTPYIHHKOB, HMEIOIIEX IOCTYII K IIEPCOHANIBHBIM JaHHLIM, 10
OpraHM3alHOHHO-PACIIOPSAUTENBHEIM  TOKYMECHTaM ~ AnMuHECTparun.  Popma  JKypraia
HMHCTpYKTa)Ka IIpuBeeHa B [Ipunoxennn 1;

2.1.3. NOBOMATE MO CBENCHHS MyHHIIMTIATBHBIX CIIYKAIIHX OMOMKEHILSI 3aKOHONIATEILCTBA
P® 0 nepcoHanpHBIX NAHHBIX, JIOKAIGHBIX AKTOB IIO BOIIpOCaM 0OpabOTKH TMEPCOHAILHBIX
JAHHBIX, TpeOOBaHHH K 3aIlUTE MEPCOHATBHBIX JAHHBIX;

2.14. mpemocTaBIATE  CYOBEKTy INEPCOHANBHBIX  NAHHBIX 1O €ro 3anpocy
COOTBETCTBYIOILIYIO HH(POPMAILIHIO; '

2.1.5. oOpraHH30BBIBaTH IpPHEM M 00paboTKy OOpalleHHil u 3ampocoB CyOLEKTOB
TNEPCOHAIbHBIX NaHHBIX WM MX IIPEACTABUTENEH 1O BOIPOCAM 3AIHTEI IIEPCOHAIIBHBIX JTAHHBIX
¥ (MJIM) OCYHMIECTBIIATH KOHTPOIIb 32 IPUEMOM U 00paGoTKOM TaKmX OOpaleHuit U 3alPOCOB;



2.1.6. yTOYHATH B YCT@HOBJIEHHOM IIOpsAKe oOs3aHHOCTH nonb3osarened MCIIIa 1o
00paboTKe 0OOBEKTOB 3aIUTH;

2.1.7. ocCymecTBIATh KOHTPOJIb Haa BBIIOIHEHHEeM IlmaHa MeponmpusaTuil 1o 3aummre
[EPCOHATBHBIX JAHHBIX U CIYXKeOHOH TaHHBI;

2.1.8. amamusuposars cocrossaue 3amuTs! VCII/H;

2.1.9. KoHTpOIMPOBaTh HUIMUECKYIO COXPAHHOCTH CPeACcTB B 0bopynosanus MCIT/Iu;

2.1.10. xouTpommpoBark wucnonHeHHe moib3oBaressimu MCII/In BBenenHoro pexuma
0€30IIaCHOCTH;

2.1.11. KOHTPOIUPOBATH UCIIOJHEHHE ITOJIB30BATEIAMHY IAPOIBHON IIOJIUTUKH

2.1.12. KOHTPONMHUPOBATH PAOOTY IOJIE30BATETIECH B CETSIX OOLIETO MOIb30BAHMU;

2.1.13. He momyckarh YCTaHOBKY, MCIIOJIb30BaHME, XpaHeHHe U pazmHoxeHnue B MCII/(n
MIPOTPaMMHBIX CPEJICTB, HE CBSI3aHHBIX C BBHIIOJIHEHUEM (DYHKIIMOHAIBHBIX 337a4;

2.1.14. He nomyckark k pabote Ha snemenTax VICIIJ[H mOCTOpOHHUX JMLl;

2.1.15. oka3eBare moMmomp nonb3oBarensM MCII[lH B YacTu HpUMEHEHHMS CPENCTB
3aIIUTHL.

2.1.16. B ciaydae oTKa3a pabOTOCIOCOOHOCTH TEXHHYECKHUX CPEJICTB M IIPOrPaAMMHOIO
obecneuernst ICIT/IH, B TOM 4mcCIie CPEACTB 3aIIUTHI IPUHUMATH MEPHI IO UX CBOEBPEMEHHOMY
BOCCTAHOBJICHHIO U BBISBICHUIO MPUYNH, IPUBEALINX K 0TKa3y paboToCIIoCOOHOCTH;

2.1.17. mpuHUMaTh MEpHI IO PEAarMpOBAaHUIO, B CIly4ae BO3HUKHOBEHHUsI BHEIITATHBLIX U
aBApUIHBIX CUTYyalld, C LEJIbIO JIUKBUAIANY UX [IOCIECACTBUMN.

2.2. OTBETCTBEHHBIN UMEET IIPaBoO:

2.2.1. momaTh NpPOIICHHE PYKOBOACTBY O IPOXOKACHUM OOY4YEHHS II0 3alluTe
IIEPCOHAJIFHBIX TAaHHBIX B yUEOHBIX IIEHTPaxX U Kypcax IMOBBIIIECHUS KBTI (PUKAIUH;

2.1.2. BHOCHUTH pPYKOBOACTBY IIPENJIONKEHHUS O HAKa3aHUU OTNEIBHBIX COTPYIHHUKOB,
AMEIOIMX CAHKIMOHUPOBaHHBIM mocTyn K [IJIH, DOmMyCTHBIIMX Cepbe3HBbIC HapyLICHHs B
6e3onacuoctu [1/]H.
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[Ipunoxenue

K JTOJDKHOCTHOM MHCTPYKITUI

OTBETCTBECHHOT'O 3a OpraHu3aluio

00pabOoTKH HEPCOHATBHBIX JAHHbIX

B AnvuuucTpanua MO

«HOBOTOPBAIBCKAN MyHHUIUNIATLHBIA PAFOH

®opma XKypnana
MHCTPYKTaka COTPYAHHUKOB, HMEIOLIIX JOCTYII K MEPCOHANBHBIM JAHHbIM

Ne
/1

OpraHu3anoHHO-
pacmopsAUTENLHBIC
JOKYMEHTBl IO 3aIllUTe
IEePCOHATBHBIX JaHHBIX

®.1.0.

OTBETCTBEHHOIO | MHCTPYKTHPYEMOTO | HHCTPYKTUPYEMOTO
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YTBEPKJIEHA

pacmopspKeHHeM AIMUHHUCTPAIHH
MYHHUIIMIIATEHOTO  00pa3oBaHust
«HoBOTOPBSUIIBCKUI

MYHUIIUIIAIBHBIA paHOH»
oT «QS» Bl 20 1. NP

NHCTPYKIUA
AnMuHHCTpaTopa HHGOPMALHOHHOMH 0€3011aCHOCTH
npu 06padoTKe NEPCOHAILHBIX JAHHBIX
B AIMHHHCTPAIMH MYHHIHUIAIBHOI0 00pa30BaHus
«HoBoTOpBAILCKANH MyHHIHIAILHBIA paiioH»

1. O0wue I0I0KEHHS

1.1. Hacrosimas MHCTpyKums paspaboTaHa B COOTBETCTBHH C TPeOOBaHUIMU
®enepabHOTO 3aKOHA oT 2¢ HIOJIA 2006 roja Ne 152-03
«O TIEpCOHANBHBIX IAHHBIX» M SBJISETCS PYKOBOACTBOM IO paboTe ¢ IEPCOHAIBHBIMU
JAQHHBIME ¥ KOMIBIOTEpaMH CEeTH AJMUHHCTPAlld MYyHHIMIAIBHOIO  00pasoBaHus
«HOBOTOPBSIIbCKHI MyHHIWNAIBHBIA paifoH» (Jamee — Anmummmcrpauws). Llemnbio
HacTosmel ~ VIHCTpYKIMM  sBISETCS  PEryaMpoBaHMe  paboThl  AJMHHUCTPATOPa
HHPOPMAIMOHHOM OEe30MacHOCTH, PpACIpPENENEHHs] CETEBBIX PECypCOB  KOJUIEKTHBHOIO
T0JIF30BAHUS U MOAEPKAHMSI HEOOXOAMMOT0O YPOBHS 3alIUTEI HHPOPMALUH, €€ COXPAHHOCTH
U cOoOJIONEH s MpaB I0cTyna K nHpopmanuh, 6oee 3QGEKTUBHOTO MCIIOTB30BAHIS CETEBBIX
PECYPCOB M YMEHBINCHUS PUCKA YMBIILUIEHHOTO MJIM HEYMBIIIIEHHOTO HapYIICHHS TTOPSIKA
paboTHI C TEPCOHAIEHBIMU JaHHBIMU.

1.2. Hacrosimas HMHCTpyKIus ONpenenseT OCHOBHBIE OOSA3aHHOCTH, IpaBa U
OTBETCTBEHHOCTH AJIMUHHUCTPATOpa MHHOPMALIMOHHON 0€30aCHOCTH A IMUHUCTPALINH.

1.3. Oyukuur  AnMUHHCTpaTopa HMH(QOPMAIMOHHONH O€30HAaCHOCTH  BBHINOJIHAET
MYHULATIAIBHBINA CILyKalun AIMAHHCTpALINH, Ha3HAYCHHBIN pacrnopsbKeHUEM
AJMUHHCTpalid, ¥ OTBeYaeT 3a oOecleueHHe YCTOHUMBOH paboTOCIOCOOHOCTH U
nH(pOPMAIIMOHHOM 6e30macHOCTH 00BeKTa HHYOPMATH3AIIHH.

1.4. Pemenrie BOMPOCOB OOecredeHUs: WH(MOPMAIIMOHHON O€30IIacHOCTH BXOIUT B
IpsIMbIe 00S3aHHOCTH AIMUHHCTpaTOpa HHYOPMAIIMOHHOH O€30IIaCHOCTH.

1.5. AnMunamCcTpaTop HHGOPMAIIMOHHON Oe30macHOCTH 001agaeT BCEMH IIpaBaMH
JOCTyIIa K JIFOOBIM TPOrpaMMHBIM M alIapaTHBIM pecypcam, JIro0od uH(opManuu Ha
KOMITBIOTEpaXx IMOJIb30BaTeNIeil AMIHUCTPALUH (32 UCKIIOUCHUEM HH(OpPMAIUHU, 3aKPhITOH ¢
HCIIOJIb30BAaHUEM CPEACTB KPUIITO3AIIUTHI) U CPEICTBAM UX 3aIIUTHI.

1.6. AnmuaHCTpaTop WHGOPMAIIMOHHONH OE30TaCHOCTH HECeT OTBETCTBEHHOCTH 3a
peau3auio NPUHITONH B AIMHHUCTPALUU HNOJUTUKH O€30IacHOCTH, PeriIaMEeHTHPOBAHHOMN
JMEUCTBYIOIIMMH  JIOKAIGHBIMA ~ HOPMAaTHBHBIMH ~ aKTaMH  AJMHMHUCTPAIMH B  YacCTH
obecrieueHusI 3aIUThl HH)OpMAIIH.

1.7. AnmunaECcTpaTOop HHGOPMAIMOHHONW O€30IaCHOCTH JOJDKEH O3HAKOMHUTBECS C
HacrosIe# MHCTpyKIuen Mo JINYHYIO IOANKCE.
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2. OcHOBHBIE 00513aHHOCTH AIMUHHUCTPATOPa



HH(GOPMALMOHHOM 0e30macHoCTH

2.1.Ilpy BHIIOJHEHWH CBOMX JOJDKHOCTHBIX HHCTPYKIIUHA  AJIMHUHHCTPATOP
UH(OPMAIMOHHOM 6€30TTaCHOCTH BHITIOIHSET CIEAYIOMUe QyHKITHH:

- OcylnecTBIsET YCTAaHOBKY, HACTPOUKY M COIPOBOXKJIEHUE CPECTB 3alUThl HHPOP-
Malyy B AJMUHUCTPALIUY.

- OOecrnieunBaeT HaUIeKAIUH YPOBEHb OE€30MaCHOCTH ¥ COXPAHHOCTH JIAHHBIX,
coOIIoIeHUE IpaB JOCTYIa U YMEHBIIEHHE PHUCKA YMBIIUIEHHOTO MJIM HEYMBIIICHHOIO Ha-
PYLIEHUS HACTOSIIIETO PaCIOPSIKESHHUSL.

2.2. OcyiecTBiseT MOJAKIIOYEHHWE BHOBb BBOJUMBIX KOMIIBIOTEPOB K JIOKaILHOM
BEIYMCIIMTENBHON CETH Ha OCHOBAHUU CIIy>KEOHOM 3amucku Ha UM [ J1aBbl AJMUHHCTPALIUH
3a MOAMMCHIO PYKOBOJUTENEH OTIEIOB A IMUHHUCTPAIHH.

2.3. Co3maeT Ha OCHOBAHUH CIYXEOHBIX 3allUCOK 3a MOJIIHCHIO PYKOBOJIUTEEH
OT/EJIOB HOBBIE YYETHBIE 3allUCH WM Ha3HA4YaeT HapoJId Ui MEPBOHAYAIBHOTO I0CTYyNa K
00BEKTaM BBIYUCIIUTENIBHOM TEXHUKH BHOBD 3aBOJIUMBIM IOJIE30BATESIM A IMUHUCTPALHH.

2.4. OnpenenseT Ha OCHOBAHHU CITy)XEOHBIX 3aIlFICOK 3a TOIIHUCHIO PYKOBOIUTENEH
OTZEJOB IIpaBa JoCTyna (YTEHHE, 3amuCh, PENAKTHPOBAHHE M T.I.) JUIS KaKJIO0ro
TI0JIb30BATENs M/HIM TPYIIB! IOIb30BaTeNell K 3alAIaeMbIM HHO)OPMAIIMOHHBIM PECYpPCaM
(Tomam, Karanoram, gaitiam, 6azam TaHHBIX U T.1I.).

2.5. CBOEBpEMEHHO  OTCIKHBAeT TEKyIee COCTOSHHME  YUETHBIX  3armceif
II0JIE30BATENIEH IIPH KaJAPOBEIX H3MEHEHHUSX Y BIIAJEIBIEB YISTHBIX 3AIIUCEH.

2.6. PerynapHo  MHMIMaIM3MpyeT  IpOLENYpy  CMEHBI  mapojiell  JocTyna
II0JIB30BATENIEH K 00bEKTaM BBIUMCIUTETFHON TEXHUKH.

2.7. KoHTponupyeT HMHTEHCHBHOCTb HCIOJB30BaHUSI OOIINX CETEBLIX PECYPCOB,
JMCKOBOTO IIPOCTPAHCTBA (DailyIOBBIX XPAHMIIUIN M TUCKOBOTO MPOCTPAHCTBA UCIIOJL3YEMbIX
6a3 TaHHBIX AIMAHUCTPAIIHH.

2.8. OGecneunBaeT  peryisipHoe OOHOBIECHHE AaHTUBHPYCHOIO  IIPOrPAMMHOIO
obecrieueHus Ha cepBepax M KOMITbIoTepax AIMUHHUCTPALUH.

2.9. OcymecTBisieT Ha OCHOBaHMH [InaHa OCymIeCTBIEHMS BHYTPEHHETO KOHTDOJIY
COOTBETCTBHsI OOpPaOOTKH NEPCOHATBHBIX NAaHHBIX MEPOIPUATUS 110 IPOBEPKE PEKUMA
3alIATBl TMEPCOHAIBHBIX JAHHBIX, B TOM 4YHCIC (QYHKIMOHHPOBAHWE CPEICTB 3alllUTh
UH(pOPMAIKH, Pe3yTbTaT KOTOPHIX JOJDKEH OBITh OTPAXKEH B COOTBETCTBYIONEM AKTE.

2.10. OcymecTtBaseT KOHTPOJTh JIOCTyIIa MYHULUIATBHBIX CILY KaIux
AnvunucTpanuy K BHeIHEM WEB pecypcam cetu VIHTEpHET U 51IeKTPOHHOI mouTe.

2.11. OcymecTBIsI€T yCTaHOBKY, HACTPOMKY H MOIU(HUKAIUIO/OGHOBIEHHE ITPO-
IPaMMHOTO 00eCTIeYeH s Il 00eCIeUeH s TOCTYIIa H KOHTPOJIS I0CTyMa K ceTH MHTepHeT u
SJIEKTPOHHOM I10YTE.

2.12. OGecnieunBaeT GUIBTPAIHIO BPEIOHOCHOTO U HEPETTAMEHTHPOBAHHOIO KOHTEH-
Ta, mocemaeMbix WEB pecypcoB B cetn MHTepHET U ciam COMEpsKMMOTO BXOISIIEH SIIeK-
TPOHHOM MOYTH! A IMHHUCTpAIIHH.

2.13. O6ecneunBaer HaJJIeXKaIui YPOBEHB 0e301macHOCTH JIOKQTBHOM
BBIYUCIIUTETIBHOW CETH M CETEBBIX PECYpPCOB AMMUHHCTPALMU OT BO3MOIKHBIX BHEIIHHX
CETEBBIX BO3JEUCTBUN NOCTOPOHHHUX JIHIIL.

2.14. OcymiecTBis€T HACTPOUKY, BENCHHE W DEryIAPHBI aHANH3 CHCTEMHDIX
’KYPHAJIOB UL CBOEBPEMEHHOTO BBISBICHHUSI IOMBITOK HECAHKIMOHUPOBAHHOTO JOCTYIA K
3alHAIAEMBIM MH()OPMAOHHBIM pecypcaM 00BEKTOB BEMUCITUTEIHHON TEXHHIKH.

2.15. CpoepemenHO mHpOpMHUpYeT [N1aBy AIMMHECTpAIIME O BBISBICHHBIX (axTax
HECAHKIIMOHUPOBAHHBIX JEWCTBUH MYyHHIMIAIBHBIX CIYXKAUUX ~AJIMUHECTPALUH M
IPOTHBOIPABHBIX ACHCTBHUAX TPETHHX JIHII.

2.16. Perynapro (He pexe OIHOTO pasa B HENETI0) BBITOIHATH pe3epBHOE
KOIIMPOBAHUE KPUTHICCKU BAKHBIX JAHHBIX COAEPIKAIIMXCS B HHYOPMAMOHHBIX CHCTEMAX.
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3. [IpaBa AMHHACTPATOpa HHGOPMALOHHOU 0€30I1acCHOCTH

3.1. OcymecTBisTh KOHTPOJNb 3@ BBITOJHEHMEM IIOJIB30OBATC/AMU TpeOoBaHui
VHCTPYKIUY MOJb30BaTeNel 10 6e30nacHoU 06paboTKe MePCOHAIBHBIX TaHHbIX HA 00BEKTaxX
BBIYMCITUTEIbHON TEXHUKH.

3.2. [IpOBOJHTH CIIy)KeGHbIE PACCiIeIOBaHUs 10 (aKTaM HAPyIICHHs YCTAHOBICHHBIX
TpeGoBanmii  obecreueHns UH(MOPMAIMOHHOU 0€30IaCHOCTH, HECAHKIIMOHUPOBAHHOIO
J0CTyIa, YTPaThl, TIOPYH 3AIIUIIaeMOH HHQOPMAIIMY ¥ TEXHAIECKHX KOMIIOHEHTOB 00BEKTa
BBIUMC/IUTEIHHON TEXHUKH.

3.3. HemocpencTBEHHO 00pamnarhesi K PYKOBOMHUTENSAM OTICIIOB AJMAHUCTPALIUA C
TpeGOBaHHMEM MpeKpalleHHs paboTel HAa OOBEKTE BEIYHMCJIMTELHON TEXHUKH TIpH
HECOOMIONCHAN YCTAHOBJIEHHON TEXHOJOTHH OOpabOTKH uH(GOpPMAMA ¥ HEBBLITOTHCHUH
TpeGOBaHuUM IO 6€30MACHOCTH.

3.4. Brocuth ['7laBe AIMHMHHCTpAIUU CBOM IIPEIIOKEHUS [0 COBEPIICHCTBOBAHMIO
Mep 3aIIUTE 00BEKTOB BEIYMCIUTEIPHON TEXHUKH.

4. OTBETCTBEHHOCTH AIMUHUCTpATOpa HHPOPMAITHOHHOM 0€30MacHOCTH

4.1. AnMuHACTpaTOop UH(POPMAIMOHHONW O€30MacHOCTH HECET OTBETCTBCHHOCTE 34
OpraHIM3alMI0 paboT MO 00ECTIEYEHUIO OE30IaCHOCTH uHdopMarmy, o0padaTelBaeMON [Py
[OMOIIA OOBEKTOB BEIYHCIUTENBHON TEXHHKM, & TaKXKe IPAaBHIBHOCTH HCIIONB30BAHUA H
HOPMAIBHOTO  (YHKIHMOHHPOBAHWS ~CPEICTB  3alIUTHI uH(GOpMAaIMK, [OATOTOBKY U
KOHCY/IBTAllMIO MYyHHIMIANBHBIX CIYXKalUX AJIMHHHACTPAIMHA 10 BOIPOCAM Oe3o0macHoH
06paboTKy HHGOPMALIH Ha 00BEKTAX BEIIUCIUTEIBHOH TEXHUKA.

4.2. AnMEHACTpaTOp MH(GOPMAIHOHHON 0€30macHOCTH OTBEYACT 3a OecrepedoiiHOe
()YHKIMOHHPOBAHHIE BBEPEHHBIX EMY PECYPCOB 00BEKTA HH(pOpPMATU3ALUH.

43.Ha  AnmuanctpaTopa — WHGOPMAIlMOHHOM — OE30MAaCHOCTH  BO3JAractes
[lepCOHANbHAS OTBETCTBEHHOCTb 3a Ka4ecTBO MPOBOMMMBIX MM padoT 1o 0becTIeYeHUIO
3amuTel HHGOpPMaHK B A IMUHACTPALIUH. ¢




YTBEPX/IEHA

pacropsDKeHHeM  AIMUHHUCTPALIMH
MYHHUIIAIIAIBHOIO  00pa3oBaHHus
«HOBOTOPBSUIBCKHUIMA

MYHUITUTIAIBHBIA PaioH»
ot «Oby RBAL 20 T. N8P

HNHCTPYKIMA
oJIb30BaTe el Mo 0e30macHoii 06padoTKe NEePCOHATbHBIX TAHHBIX
HA 00bEKTAX BHIYUCINTEJIbHOH TEXHUKHU
AIMHHHCTPALMHE MYHHAOUNAJIBHOT0 00pa30BaHMus
«HoBOTOPBHILCKHIT MyHHIIMIIAIbHBIA PaioH»

1. O0ure MoI0KEHHS

1.1. Hacrosmass MHcTpyknus paspaboraHa B COOTBETCTBHHM ¢ TPeOOBaHHAMH
OdegepanpHOro  3akoma or 27  mona 2006  roma  Ne 152-@3
«O HepCOHATBHBIX TAaHHBIX» U SABJISAETCS PYKOBOACTBOM sl IIOJIB30BATEIN 110 pabote ¢
IIEpCOHATBHBIMA ~ [AQHHBIME M KOMIIBIOTEpaMH AJMHHHCTPAlldM MYHHIMIATBHOTO
o6pasoBanus «HoBOTOPBSIIBCKHIT MyHHIMIATIbHbIA paiony (xanee AJIMUHHCTpaIMs), Ha
KOTOPBIX OCYIIECTBIIIeTCS 00paboTKa IIepCOHaNIbHBIX JaHHBIX.

1.2. lenpro HacTosmmed WHCTPYKIMM SIBISETCS DErJIAMEHTHUPOBAHHE PaOOTHI
IOJIB30BATENEH, IMOMIEPIKAHAS HEOOXOJUMOTO YPOBHS 3allUTBI HHpOpMALMH, e
COXPaHHOCTH M COONIOACHHS IIpaB JOCTyma K HMHpOPMALHK, YMEHBIICHHs pHCKA
YMBIIIIEHHOTO MM HEYMBILUICHHOTO HAPYHIEHHS MOpSAKa pabOThI C IEPCOHATBHBIMH
JIAaHHBIMH. £

1.3. [Tonp30Barens OOBEKTA BBIUHCIMTENIBHOM TEXHHMKM - JIMIO, MPOU3BOJSIICE
06pabOTKy MEPCOHAIBHBIX JAHHBIX Ha JaHHOM OOBEKTE BBIYHCIMTENBHON TEXHUKH, 3a
KOTOPHIM 3aKpeIIeHa OTBETCTBEHHOCTH 33 NAHHBIA KOMIbIOTEep. [lomb3oBaTens IOJIKEH
NPUHEMATh BCE HEOOXOIMMBIE MepHl IO 3allUTE HMH(OpMAlMK ¥ KOHTPOIIO 3a
COOJTFO/ICHUEM TIpaB IOCTYIIA K HEH.

1.4. Kaxaplii rpaXkaaHcKuil cayxamuil AIMUHHCTPALUK, y9aCTBYIOMINI B pamMKax
cBOMX (DYHKIIHOHAIBHBIX OOS3aHHOCTEH B IIPOIECCaX aBTOMATH3UPOBAHHOW 00pabOTKH
pHGOpPMAlMM ¥ WMEIOIIHHA [OCTYI K alllapaTHBIM CPEICTBAM, MPOrPAMMHOMY
00eCIICYEHNIO M [aHHBIM OOBEKTa BBIUMCIUTEIBHOM TEXHUKH, HECET IEePCOHAILHYIO
OTBETCTBEHHOCTh 34 CBOM JEWCTBHsI, MOBICKIINE IPHUYUHEHHE Bpeda CYOLEKTY
IIEPCOHAIBHBIX JaHHBIX, 00padaTeIBacMBIX B AZIMUHKCTPALIAH.

1.5. ITonb30Bareid  OOBEKTOB  BBIUMCIUTEIBHOH TEXHHUKHM  JOJDKHBI  OBIThH
O3HAKOMJIEHBI C HACTOSINEH WHCTpPyKIMeW mmon iauuHylo noamuce. Popma Kypnana
HHCTpPYKTaXKa mpuBeaeHa B [IpunoskeHun K HacTosamen MucTpykuun.

2. O0s13aHHOCTH MOJIB30BaTEIIS
2.1. BLIIOIHSATE HAa aBTOMATH3UPOBAHHOM paboyeM MECTe TOJBKO Te IIPOLEILypbl,
KOTOpbIe HEOOXOIMMBI JJIS TOCTIDKEHHUS Iieiel 00pab0TKU IePCOHAIBHbBIX JaHHbBIX.
2.2.3Hatb W coOmIOmaTh yCTAHOBJEHHbIE TpeOoBaHUS IO  00paboTKe
'IepCOHATBHBIX JAHHBIX, yUETy, XPAHEHHIO ¥ [IEPECHUIKE HOCUTENeH HHMOPMAIIHH, a TAKKe
PYKOBOMSIIUX M OPraHU3alliOHHO-PACIOPSAUTENBHEIX JOKYMEHTOB HA JaHHBIX O0BEKTax



BBIYHCIIUTEIFHON TEXHUKHY.

2.3. Ilonp30BaTenin mepe HadaioM 00pabOTKH Ha aBTOMATH3HPOBAHHOM padoyeM
MecTe (alliioB, XpaHSIIUXCS Ha CHEMHBIX HOCHTEIIX HH(QOPMALKH, JOJUKHBI OCYIIECTBHTE
IpOBEPKyY (aiiiloB Ha HaIWYHMEe KOMIBIOTEPHBIX BHPYCOB B COOTBETCTBUM ¢ MHCTpyKItnei
IT0 aHTHBUPYCHOMY KOHTPOJIIO.

2.4. DKpaH BHIEOMOHHUTOPA B IOMEIIEHUH PacIiojlaraTh BO BpeMsl pabOThI Tak, 4To-
OBl HCKJIIOYAJIACh BO3MOXXHOCTH O3HAKOMJICHHSI C OTOOpa)kaeMOM Ha HUX HH(pOpMaluei
MTOCTOPOHHUMH JIMIIAMHU.

2.5. O6ecnieunBats OECHPENSITCTBEHHBINA JOCTYN aIMHUHUCTPATOPy MH(GOPMALUOH-
HOI G€30IMacHOCTH K CBOEMY KOMIIBIOTEPY B pabouee BpeMsl.

2.6. BBIMOTHAT peAnucanus AIMIUHACTPATOpa HHPOPMAMOHHON 6E€30I1aCHOCTH,
HarpaBJIeHHBIE Ha obecneueHrne 0€30acHOCTH 00beKTa HH(OPMATU3AIHH.

2.7. CobmonaTe yCTAaHOBIEHHBIM MOPSAOK pasrpaHUYECHMs] IIpaB JOCTylla K
HHPOPMAITOHHBIM PECypcaMm.

2.8. HeMemieHHO CTaBUTh B M3BECTHOCTh AIMHHUCTPATOPa HH(POPMALHMOHHON
Oe3omacHOCTH 000 Bcex (akTax U IOMBITKAX HECAHKIMOHMPOBAHHOIO [OCTyHa K
HH(pOpMAIIHH, a TAKXKE €€ UCKaXKEHUH WIH yIaJeHUH.

2.9. Ilpu pabote ¢ uapopmanueit, coaepkaieii KpUITOrpaGUUecKre KITOUn:

2.9.1. CexpeTHBIE KIFOUH 3JIEKTPOHHO-IU(POBBIX MOANHCEH U mU(poBaHUS
(mucKeThI, HOHCKHW, (GIIII-HAKOMHUTENH, HWIACHTHQHUKATOPHI THIA Kioda i-Button
coIepKaliue KIIOYEBYI0 HH(GOpPMAIMIO) JOJDKHBI XpaHUThCs B celdax. octynm He
YIIOJTHOMOUYEHHBIX JII] K HOCHUTENISIM CEKPETHBIX KIOUed U MH(POBAHUS JIOJDKEH OBbITH
HCKJIIOYEH.

2.9.2. Kpunrrorpaduyeckiie  KIIOYM  JODKHBI  BBIHUMAThCs M3 cedda
HCKJIIOYHMTETBHO B paboyee BpeMs. Bee octanpHOE BpeMs OJDKHBI XPaHUTBCS B cei(e.

2.9.3. MyHUIMTTATBHBIA COyXalluid AJIMUHUCTpAIMK, IPHUCTYNAIOUME K padore,
JOJDKEH IPOBEPHTHh IEJIOCTHOCTh IUIOMO H meyaredi Ha cefipe u yOeauTbes, 4UTO
KpunrorpadpuyecKkue KIIFOYN HaXOAATCs Ha MECTE.

2.9.4. Kateropu4ecku 3anpeaeTcs:

- CHHMMAaTh HECAaHKIIMOHUPOBAHHBIE KOIMU C HOCUTEJEeH HH(OPMAITHH;

- 3HAKOMWTH C COAEP)KaHHEM 3JIEKTPOHHOM MH(pOpPMAIUX JIUII, HE TOMYIIEHHBIX K
3TOMY;

BEIBOJIUTH CEKPETHBIE KIIFOUU Ha TUCIUICH KOMITBIOTEepa WIH IIPUHTED;
3alKChIBaTh Ha HOCUTENb CEKPETHBIX KIFOUeH W IMU(PPOBAHUS MOCTOPOHHIOKO
UH(pOpMaITHIO;

- BBIHOCHUTH U3 IOMEIIEHUS U(PPOBBIE HOCUTEIH C KIFOUEeBOH HHpOpMAaIIHEi;

- O3By4MBaTh BCIyX B pa3roBope ¢ pabOTHHKAMU WM B pa3roBope Mo TeledoHy
JIOTHHBI ¥ TTapOJIH.

2.9.5. Ilonp3oBarens HE MOJDKEH IEpelaBaTh KPUITOTpapUUECKHe KITIOUH KOMY-
m0o0. B ciiydae KoMIpomeTanuy KII04eBOi HH(OOPMAIMH OTBETCTBEHHOCTH BO3JIAraeTCs
Ha 10jb30Barend. IIpy xoMIpoMeTanuy CEKpeTHBIX KIIOUYeH MM(POBAHHS M TapOIbHOM
HHQOpPMalUH IPUHUMAIOTCS Mephl U1 NpeKpamieHus JHoObIX — omepaunuii ¢
HCIIOJIb30BAaHMEM JTHX KIfo4ed M mapoisied. IIpHHUMAroTcst Mephl Mo CMeHe KIo4ei
mudposanus u naponei. ITo daxty xommpoMeranuu Ha OCHOBAHUH CIIY:KeOHOI 3amuckn
AnMuHACTpaTopa HHYOPMAIMOHHOH 6e30macHOCTH [1aBe AJIMUHUCTPALE OPraHu3yeTCs!
cIry>keOHas IPOBEPKa, Pe3yIbTaThl KOTOPOM OTPAKAOTCA B aKTE M JOBOMISATCS 0 CBEJICHHUS
I'maBel AnmuHHCTpanud. B axkTe yKasslBalOTCS pEKOMEHIANMH 10  JIOKAIH3AIHH
NOCJIEICTBUN KOMIIPOMETALUH, HAKA3aHUIO BUHOBHBIX U 110 MPEIOTBPAIIEHHUIO [10100HBIX
CITydYaes.

3. ITonp30oBaTeIIM 00BEKTA BEIUACIUTEILHON TEXHUKHI 3arpeuacTcs
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3.1. 3amuceBaTh ¥ XpaHWTh HMHGOPMAIMIO HA HEYYTCHHBIX  HOCHTENSX
uH(popManuu.

3.2. OcTaBIsITh BO BpeMs pabOTHI CheMHBIC HOCHTENH HHQOpMAUy (M OOBEKTEI
BBIUMCIUTEIBHON TEXHUKUA C JAaHHBIMM HOCHUTENSIMH) 0€3 IPHCMOTpa, MepeaaBaTh HX
JPYTHM JIMIAM ¥ BBIHOCHTH 32 IPENENbl IIOMEIICHHS, B KOTOPOM PasperieHa obpaboTka
nH(pOpPMAIUH.

3.3. OTxiroyarh (60KHpOBATH) cpencTBa 3aIUTHI HH(pOpMALIHH,
IpeLyCMOTPEHHbBIE OPraHM3allHOHHO-PACIIOPSIUTEIBHBIMYA  JOKYMEHTAMM  Ha  JAHHBIX
ABTOMATH3MPOBAHHBIX paboumX MecTaX, IIPOM3BOJUTH Kakue-mubo H3MEHCHHS B
SIEKTPUUECKHX CXeMaX, MOHTAXKE M Pa3MELICHUH TEXHUYESCKUX CPE/ICTB.

3.4. CaMOCTOSITETbHO yCTAHABIMBATh, THPAKUPOBATH HIM MOIMDHIMPOBATEH
IIPOrpaMMHO€E OGECTIeUeHNe, U3MEHATh YCTaHOBICHHBIH alropuT™ (YHKIMOHHPOBAHHS
TEXHUYECKHAX M IPOrPaMMHBIX CPEICTB, U3MEHATh HACTPOMKH OTEPAIlMOHHON CHCTEMBI M
NIPUIIOKEHNH, W3MeHATh HacTpoliku BIOS, a Taxke NpOU3BOAUTH JIOOBIC NCHCTBHS,
CBSI3aHHBIE C M3MEHEHHEM TEKyIleld KOH(DUIypalHuH CHCTEMBI, CAMOBOJIBHO ITOAKIIOYATH
KOMITBIOTED K CETH.

3.5. O6pabaTeiBaTh Ha aBTOMATH3UPOBAHHOM pabo4eM MeCTe WHPOpPMAIHIO U
BBIIOJIHATL OPyrue paboThl, HE MPedyCMOTPEHHBIE IIEPEYHEM IPaB IOJB30BATEIISI IO
JOCTYIy K MH(GOPMAIHOHHEIM pecypcaM 00paboTKu HHPOPMAIIHH.

3.6. Coo6mars (MM nepenaBaTh) TOCTOPOHHUM JIUIAM JIMUHBIE aTPHOYTHI JIOCTYTIa
K HH(POPMAIIOHHBIM peECypCaM.

3.7. PaGoTaTh Ha aBTOMaTH3HPOBAHHOM pabodeM MecTe IpH OOHAPYKEHHU KaKhX-
100 HEUCIIPABHOCTEN.

3.8. XpauuTh HOCHTeNH HHpOpMANUM  BONW3M  CHIBHBIX  HCTOYHHMKOB
5IIEKTPOMArHUTHBIX H3IyYCHUH U IPSAMBIX COIHEYHBIX JydeH.

3.9. XpaHuTh Ha YYTEHHBIX HOCHUTEIAX HH(POPMAUMU MPOTpaMMbl U JaHHBIC, HE
OTHOCsIHECS K pabodeii HHOpMALIHN.

3.10. OCyIuecTBIsATh DJICKTPOIIMTAHHE M  3a3€MIIEHHE aBTOMAaTU3UPOBAHHBIX
paboYmX MECT OT HEIITATHBIX CETEH JIEKTPOIMTAHMS U 3a3EMIICHHS.

3.11. IlpuBiekaTh MOCTOPOHHUX JHI[ IJIS IPOM3BOACTBA PEMOHTA ABTOMATHU3UPO-
BAHHBIX pabo4ux MecT 06e3 COrNIacoBaHMS C aAMHHHCTPATOPOM HH(POPMAIMOHHOH Oe3-
OTIaCHOCTH.

3.12. Mcmonb30BaTh MpOTrpaMMbl, HE NPEAHA3HAUEHHBIE IS BBITOIHEHMS IOJDK-
HOCTHBIX 00S3aHHOCTEHM, 0e3 cormacoBaHus ¢ AIMUHUACTPATOPOM HMH(OPMAIMOHHOHN 0e3-
OIIaCHOCTH.

3.13. IloBpexaaTh, YHUYTOXKATh WM (paabcuGUuupoBaTh HHGOPMALIHUIO.

3.14. BckppiBaTh KOMIIBIOTEPHI, CETeBOE M Iepudepuitnoe 000pyI0BaHHUE,
MOJK/IIOYaTh K KOMIBIOTEPY MOMOJHHUTENbHOE O0OpyIoBaHHE 0Oe€3 IpeaBapUTEIbHOIO
COTJIacOBaHMS ¢ AIMHHUCTPATOPOM HH(POPMAIIMOHHOM O0€30I1acCHOCTH.

3.15. TlepenaBate B CeTh MH(POPMAIUIO, NIPOTHBOPEUAINYIO 3aKOHOMATEILCTBY U
HOpPMaM MOpaJH OOIIEeCTBa, MPEACTABILIIOMIYI0 KOMMEPUYECKYIO WM TOCYIApCTBEHHYIO
TaifHy, paclpoCTPaHATh Yepe3 CeTh MH(OPMAIHIO, 3aJEBAIONIYI0 YeCTh M JOCTOHHCTBO
rpaxkIaH.

3.16. Ucnionb3oBath uHBIE (OPMBI JOCTyIa K CETH VIHTEpHET, 3a UCKIIIOYCHHEM
pa3pelIeHHbIX AIMUHUACTPATOPOM HH(POPMAITMOHHOM 6€30MTaCHOCTH.

3.17. 3akppiBaTh JOCTYI K WHPOpPMAIMM MApOSIMH 03 COITAaCOBAHUS C
aJIMUHHCTPATOPOM HH(GOPMAMOHHOH 0€30IacCHOCTH.

~ 3.18. OcTaBiaTh aBTOMATU3UPOBAHHOE pabo9ee MECTO, C BBINOJIHEHHBIM BXOIOM B
CHCTeMy, 63 GIIOKMPOBKY CHCTEMBL.
3.19. cnonp30oBaTe B mporecce 00paboTku uHGOpManuu OOIIEIOCTYIIHBIE



CEpBHCHI JIEKTPOHHOM MOYTHL IIpH BOSHHKHOBEHMHM HEOOXOIMMOCTH HCHOJIb30BAHUA
OGIIEOCTYIIHBIX ~CEPBUCOB  JJIEKTPOHHOM  IIOYTHI, MOCTYNHBIIME —COOOIICHM:A B
00513aTEIBHOM MOPSAKE JODKHBI OBITH IPOBEPEHBI aHTUBUPYCHBIMU CPEACTBAME 3AIIHITHI
uH(OpMAaIuH.

3.20. Uctionp3oBaTh B JIMYHBIX  LEIIX  CCPBUCHI HH()OPMAITLOHHO
KOMMYHHKAIIMOHHBIX ceTeil 00mtero nomis3opanus (MurepHer).

4. Opraau3anysi TapoJIbHOM 3aIlUTEI IpH paboTe
Ha 00BeKTax HH(POpPMATH3AIUH

4.1. JIn4nsle MapoJd J0CTyNa K 00beKTy MH(POPMATH3allMh, CHCTEME 3allUThl OT
HECAHKIMOHUPOBAHHOTO  [JOCTyIla, BBIJAIOTCA  IIOJB30BATEISIM  aIMHUHHCTPATOPOM
HHPOPMALMOHHON  0€30IacHOCTH, IMpPH 3TOM  HEOOXOAUMO  PYKOBOACTBOBATHCS
CIIEIYIOIUMY TPEOOBAHUAMM:

- JJIMHA IApoIs HOJDKHA ObITh He MeHee 8-MHU OyKBEHHO-IH(POBBIX CHMBOJIOB;

- [apoJib He JOJDKESH BKIIOYATh B Ce0s JIETKO BBIYMC/ISIEMbIE COYCTAHUS CHMBOJIOB
(iMeHa, (aMWIMM, JHA DOKICHHS W IpyTHe MHaMATHBIE [aThl, HOMEpa Tele(OHOB,
aBTOMOOHIIEH, afpeca MeCTa KUTEIbCTBA, HAUMEHOBAHKS aBTOMATH3UPOBAHHBIX PAOOINX
MecT, obmenpunaTsie cokpamenus (OBM, JIBC, USER, SYSOP, GUEST,
ADMINISTRATOR ® T.1.), W [Opyr#e IaHHBIE, KOTOPbIE MOIYT OBITh HOZOOpaHbI
37I0YMBILIIEHHUKOM ITyTeM aHalu3a HHQOpPMaIKU 00 OTBETCTBEHHOM UCIIOIHHUTEIIC,

- HE WCIIONB30BaTh B KAUECTBE IMMApOJISi OOUH U TOT K€ IOBTOPSIIOLIMMCI CHMBOJI
1100 MOBTOPSIONIYIOCS KOMOHHAIUIO U3 HECKOIBLKUX CHMBOJIOB,;

- HE HCIOJIb30BaTh B KA4ECTBE IapoJisi KOMOWHAIIMIO CHMBOJIOB, HaOMPaeMbIX B
3aKOHOMEPHOM IOPsIIKe Ha KiaBuatype (Hampumep, 1234567 u T.11.);

- IOpH CMEHE Mapojisi HOBOE 3HAUCHHE JIOJDKHO OTIHMYATHCS OT MPEABIAYIIEro He
MeHee YeM B 4 MO3UITHSX;

- B YHCJIE CHMBOJIOB IIApOJjsl, OO0S3aTeIBHO IOJDKHBI IPHUCYTCTBOBAaTh OyKBBI B
BEPXHEM U HHJKHEM PETHUCTpPaX, a TakxKe MU PEL;

- He KCIIOJIH30BaTh paHee UCIOIb30BaHHbIE NIaPOIH.

4.2. JIuna, UCIIOJIB3YIONIHEe MapOIHPOBAHIE, 00SI3aHbL:

- YETKO 3HATh U CTPOTO BBITOJHSTH TpeOOBaHUS HacTosmed MHCTpyKInK;

- CBOEBPEMEHHO COOOINATh aIMHHHUCTPATOPy HHMOPMAIMOHHONW O€30IacHOCTH
000 BCEX BHEINTATHBIX CHUTyallWsX, HApYIICHUSX paOOThl IOACUCTEM 3allUThl OT
HECAHKIIHOHUPOBAHHOTO JOCTYIIa, BO3HUKAIOIINX IIPU paboTe ¢ IapoJIsMHU.

4.3. Tlpu opranu3aniuy NapoJIbHOM 3alUTHl 3alIPEIIacTCs:

- 3aIKCHIBATH CBOU MAPOJIM B OYEBHIHBIX MECTax, BHYTPEHHOCTH SIILUKA CTOJIA, Ha
mouuTtope [T9BM, Ha 00paTHOM CTOpOHE KIaBHATYPHI U T.1.;

- XpaHUTh MapoJId B 3alFCaHHOM BHJE Ha OTAENBHBIX JUCTax Oymarm, Oe3
UCIIOJIB30BAHMS CPEACTB OTPaHWUEHHS JOCTyma (Ccei(pl, METAUIMUECKUE XPaHUIUIIA U
)}

- coo0marps IOCTOPOHHHMM JIMIIaM CBOM MapojiHM, a TaKXXe CBEIACHHUS O
IPUMEHSEMOU CHCTEME 3aIUTHI OT HECAHKITHOHUPOBAHHOTO JIOCTYTIA.

5. Ilopsiiox MpUMEHEHUS NapOJIbHOHN 3aIUTHI

5.1.IlomHas mnaHOBasi CMEHa Mapojed Ha O6’£>€KTC BBIYHMCIIUTEIIBHON TEXHUKH
IIPOBOJUTCS OJIUH pa3 B 3 MecsIa.
~ 5.2. Ynanenwe (B T.4. BHEIUIAHOBAs CMEHa) JTUYHOTO MapOoJIsl JTFOOOTO IMOTB30BATEISI
00BbEKTA BEIUHCINTEIHHON TEXHUKH IOJDKHA TPOM3BOUTHCS B CIEIYIOIMX CIIYUAsX:
- B ClIy4yae MOJ03PEHUS Ha JUCKPETUTAITHIO TTapOJIs;

gy
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- 110 OKOHYaHHH CPOKa JEHCTBUS,

- B cJIydyae IIpeKpalleHus! ITONTHOMOYHH (YBOJIBHEHHE, EPEX0l Ha JPYIyIo paboty
BHYTPH AJIMHHHCTDALUH TI0JE30BATENS MOCIIC OKOHYAHHMS MOCIEHETO CeaHca paboThI C
CHCTEMOH;

- II0 YKa3aHMIO AJMHHECTPATOpa HHPOPMAIMOHHOH GE30IIaCHOCTH.

5.3. J[ist IpeloTBPAIEH s JOCTyIa K IIEPCOHAIBHBIM TaHHBIM, HAXOJSIUMCs Ha
ABTOMAaTH3MPOBAHHOM pabodyeM MecTe, MHHYs BBOJ IApOJIsi, MOIL30BaTelb BO BPEMi
IepephiBa B paboTe 00s3aH OCYIECTBUTh OJOKMPOBAHUE CHCTEMBI, HAIIPUMED, HAXKATHEM
xombumanuu Ctrl+Alt+Del u kHomku «bBIIOKMpPOBaTE» B IMOSBUBIIEMCA MCHIO, HIIH
BBIKJIFOUMTH aBTOMATH3UPOBAaHHOE pabodee MECTO.

6. Texnonorust 06pabOTKH NIEPCOHATBHBIX TAHHBIX

6.1. O6paboTKa MEPCOHATBHBIX JaHHBIX - 000 NeHcTBHE (OmEepalus) Uil COBO-
KYITHOCTh JIeHCTBHI (OIepaliiii), COBEPIIAEMBIX C MCIOJIBb30BAHUEM CPEICTB aBTOMATH3a~
MY WA 6€3 WCIOIb30BaHMS TAKHX CPEICTB ¢ MEPCOHATBHBIMHI JaHHBIMHE, BKIIFOYas cO0p,
3aICh, CHCTEMATH3AIHIO0, HAKOILIEHHE, XPaHeHHE, YTOUHEHHE (0OHOBIIEHHUE, N3MCHEHIE),
M3BJICYEHNE, WCIOIb30BaHUe, Iepenady (paclpocTpaHeHHe, IPEeJOoCTaBIeHue, JOCTYID),
o6e3mrunBaHye, OIOKMPOBAHUE, YIAICHHIE, YHHUTOKEHHE IEPCOHATBHBIX JTaHHbIX.

6.2. IIpy TIepBUYHOM JIOMycKe K paboTe Ha aBTOMAaTH3MPOBAHHOE pabouee MECTO
[TOJIE30BATEIb IOJKEH 03HAKOMUTELCS ¢ TPEOOBAHUSMH PYKOBOIAIINX, HOPMATHBHO-METO-
JMYECKHUX ¥ OPraHH3alMOHHO-PACTIOPSUTENBHEIX TOKYMEHTOB TI0 BOIIPOCAM aBTOMATH3MH-
pOBaHHOH 06pabOTKH HH(POPMAINH, TIOTYIHTh NEPCOHATBHBIN Taposb Y afMHHUCTpaTOpa
HHGOPMAITMOHHON 0€30IIaCHOCTH.

6.3. BusyansHo yOequTCsi B HCIPAaBHOCTH H HOPMAIbHOM (YHKIHOHMPOBaHHH
ABTOMAaTH3UPOBAHHOTO PA0OYEro MecTa.

6.4.Ilpu HEOOXOMMMOCTH BBIBOJA IEPCOHAIBHBIX JAHHBIX — OCYILECTBIIACTCS
CJIEIYIONTUM 00pazoM:

- KOIIMPOBAHHEM Ha YYTCHHBIE HOCUTEIIH,

- Ha Ieyararolee yCTpOHCTBO (IPHHTED).

oy

7. OTBETCTBEHHOCTD

7.1. Tlonp3oBaTens, mnpu 0OpabOTKEe IEPCOHANBHBIX JAaHHBIX Ha OObEKTe
BEIUMCIUTEIBHON TEXHMKM OTBEYaeT 3a HHPOPMALMIO, XPAHALIYIOCS Ha  €ro
AaBTOMATH3MPOBAHHOM pabovyeM MecCTe W INPaBUIBHYIO OSKCILIYaTallUIO0 BBEPEHHOTO €My
AaBTOMAaTHU3UPOBAHHOTO PabOYero MecTa.

7.2. Tlonb30BaTenb HECET JMYHYIO OTBETCTBEHHOCTH 3a BECh HMH(OPMAIIMOHHDIN
00OMEH MEXIy ero aBTOMAaTH3UPOBAHHBIM pabOYMM MECTOM H JIPYTHMH KOMIIBIOTEPAMU
JIOKQJIBHOH BBIUHCIUTENHFHOM CETHU U 3a €€ NIpeeIaMH.

7.3. 3a HapymeHue HacTosme MHCTpYKIMK OIB30BaTeIb MOXKET OBITh OTCTPaHEH
0T paboThI ¢ aBTOMATH3UPOBAHHEIM pabOYNM MECTOM.

7.4. Hapymenue nanao#t VHCTpYKIMYU, IOBIEKIIee YHUUYTOXKEHUE, OJOKHPOBAHNE,
MOIU(GUKAUIO MO0 KONMWPOBAaHHUE OXPAaHAEMOM 3aKOHOM  KOH(DUIEHIMAIBHOM
uHpopMaIK, HapymeHne paboThl aBTOMATH3UPOBAHHOIO pabodero MecTa, MM
JIOKaJIbHOM BBIYUCITUTEIHHOMN ceTH, MOXET IIOBJIEYD JTUCITUTUTHHAPHYIO,
aJIMAHUCTPATUBHYIO WM YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBUH C JEHCTBYIOLIMM
3aKOHOJATEIHLCTBOM.




[Ipunoxenue

K MHCTpYyKIMU moJib3oBareneil o 0e30nacHou
00pa0oTKe  MEepCOHAIBHBIX  JAaHHBIX  HA
00BEKTaxX BBIYUCIIUTEIHLHON TEXHHUKH
Anvunuctpanuu MO

«HOBOTOPBSIBCKUN MYHUITUTIAIBHbBIN palioH»

®opma XKyprana
HHCTPYKTa’Ka I0JIb30BaTeNeH mo 6e30macHoi 00paboTKe MePCOHAIBHBIX TAaHHBIX Ha 00bEKTaX
BEIYHCIUTENILHOM TexHuKU AaMuHuCcTparun MO
«HOBOTOPBSUIBCKUI MYHUIIUIIATIBHBIN palioH)
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No OpranuzaiioOHHO- @.1.0. ®.1.0. Hara - u monmuch
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YTBEPXJIEHA

pacmopsykeHueM AJIMHHHUCTPALUH
MyHHIMIIATGHOTO  00pa3oBaHu
«HOBOTOPBSLILCKUT

MYHHIUITATEHBIA paioHy
o1 By MO 20 T. N 28

MHCTPYKLMS
110 NPOBEeIeHHI0 AHTHUBUPYCHOI0 KOHTPOJIsS
HA 00beKTaX BHIYMCINTEIbHON TEXHUKH
AZMHHHCTPALUA MYHHIHIAJILHOI0 00pa30BaHUS
«HoBOTOPBILCKAI MyHHIHUNAIbHBIA Paiiom»

1. O0mue moI0KEHHUS

1.1. Hacrosimass  MHCTpykiwis — paspaboTaHa B COOTBETCTBHH € TpeOOBaHUAMU
®enepansHoro 3akona or 27 wmoms 2006 T Ne 149-®3 «0O6 wuHpOpMaLHKH,
nuHGOPMAIUOHHBIX TEXHOJIOTHSX U O 3alIUTE uH(pOpPMAIIN» U ABIAETCA PYKOBOICTBOM IO
paboTe ¢ TEpCOHANBHBIMH JAHHBIMH H KOMIIBIOTCpaMU  CETH AIMUAHUCTPALUU
MYHHIUITIATEHOTO 00pa3oBaHUs «HOBOTOPBANBCKAM MyHHIUIAIBHBIA PaioH» (manee
Anmunarctpanus). Llenpo HacTosmeH MHCTPYKIUK ABIIACTCS obecrieyeHre aHTUBUPYCHON
3aIUTHI HAa 00BEKTaX BHIUUCIUTENLHON TEXHUKH.

1.2. Hacrosimas MHCTpyKIMs ompernenseT TpeOOBaHMs K OpraHM3alui 3alliiThbl
JIOKAJILHOM BBIUMCIIUTEIHHON CETH OOBEKTOB HMH(GOPMATH3AIMHU, aBTOMATHU3UPOBAHHBIX
paGodHX MeCT, MPOrPaMMHOTO OOECIIeUeHNsI, JAHHBIX, NPE/ICTABICHHEIX B NEKTPOHHOM
BHIe, B TOM 4UHCIe TEPCOHANBHBIX JAHHBIX OT PaspyLIAIOIIEro  BO3ICHCTBH
KOMITBIOTEPHBIX BHPYCOB M YCTaHABIMBAET MOPSIOK Oe30macHOH paboThl Ha 00BEKTax
BBIYHMCITUTEIBHON TEeXHUKHY, OTBETCTBEHHOCTH MYHHIIUATIAIBHBIX CITy KaIlux
AIMAHACTpALHH, SKCIUTyaTUPYIOIUX U COIMPOBOIAIOMUX OOBEKTHI BBEIYHMCITUTEIBHON
TEXHHUKH, 32 UX BBIIOJHEHHE.

1.3. K HCIONB30BAaHUIO HA OOBEKTAX BBIUUCIUTENILHON TEXHHUKH JIOILYyCKarOTCSa
TOJIBKO JIMICH3MOHHBIE CPEICTBA OOECTIEUeHHs] aHTHBUPYCHOM 3allUThl HH(QOPMALMU,
cepTrdUIMPOBAHHbIE 10 TPEOOBAHUAM 6€30IaCHOCTH HHPOPMAIHHL.

1.4. YcTaHOBKa M HACTPOMKa MapaMeTpOB CPEICTB AHTUBUPYCHOM 3allUTbI
ocymiecTBIAeTCS ~ AJMMHHCTPAaTOpoM — HH()OPMAIMOHHOW  0E30IacHOCTH W/Una
JIOTHOMOYEHHBIMA  JIMLAMH, HA3HAYCHHBIMH  PACHOPSDKCHHEM  AJIMUHMCTpaALi
MyHHIUIATEHOTO 06pasoBanis «HOBOTOPBANbCKIHA MyHULUIIAIBHBIN PAOH.

2. OcHOBHBIE TPEOOBAHUA

2.1. AHTHBUPYCHBIH KOHTPOJIb JIOKAIBHBIX KECTKUX IUCKOB M (ailiioB Ha padoTnX
CTAHIMSX TONB30BATENIEH JOIDKEH OCYIIECTBIIATHCS IIOCTOSHHO W 3allycKarbecsd B
aBTOMATHYECKOM PEXHMME IIPH 3arpy3Ke CUCTEMBIL.

2.2. O6s13aTeNPHOMY AHTHBHPYCHOMY KOHTPOJIO IOMJIEXKHT JE00as MHpOpMALlys
(TexcToBBIE (haiIbl, HCIOTHSEMBbIE (aiiibl, apXHUBHBIC ¢daiinpl U T.I.), HoJydaemas |
IepeiaBaeMas 1o TeJIEKOMMYHHKAIMOHHEIM KaHAIAM, a TAKXkKe HHPOPMALHA Ha CHEMHBIX
HOCHTeNsX (MarHUTHEIX muckax; CD/DVD-ROM, USB-Flash juckax u  T.10).
Wcnonp3oBanwe  BXOAsmied — umHGOpMAmy, HE  IOPOIIEALIEH  MPEaBapHTEIbHO

#
H

il ol B g 3 d &

ooode b ol BB



s

AHTUBUPYCHBIN KOHTPOJIb HE JTOTTYCKaETCSI. [Tepen OTHPaBKOK 1o
TeNeKOMMYHHUKAIOHHBIM KaHalaM CBsi3d uH(bopmauwus ((Qailibl, apXuBBL, MOYTOBBIE
COOBIIEHNS 1 T.I1.) JOJIKHA MPOMTH 00s3aTeNIbHbIH aHTUBIPYCHBIH KOHTPOIb.

2.3. ITomp30BaTens M HE peXe OJHOIO pasa B HENEIIO IPOBOJUTE IOJIHOE
AHTHBUPYCHOE CKaHHPOBAHME JIOKAJIBHBIX XKECTKUX JTHUCKOB H GaitioB Ha KOMIBIOTEPAX
MIOJTb30BATEIIEH.

2.4. AIMUHHCTpaTOpy MH()OPMAIHOHHON O€30IIaCHOCTH €XEIHEBHO B Hepabouee
BpeMs IPOBOJIWUTH IOIHOE AHTHBUPYCHOE CKaHUPOBAHUC OOIIMX CETEBBIX PECYPCOB
(haiIOBBIX XPAHHUIIHIIL.

2.5. AaMuHHCTpaTopy UH(GOPMAIMOHHONW 0€30MacHOCTH HE PEXe OJHOro pasa B
MecsI IPOBOJUTH MOJHOE aHTUBHPYCHOE CKAHUPOBAHHE JIOKAIBHBIX XKECTKUX JIMCKOB €
HCIOIb30BAHAEM aTbTEPHATHBHOTO AHTHBUPYCHOTO IIPOrPAMMHOI0 00ECIICHCHHS.

3. OO093aHHOCTH I10JIb30BaTeNIeH

ITonp30BaTeNnb 00s3aH:

3.1.Ha paboyefl CTaHIMM €KEAHEBHO KOHTPOIMPOBATH pabOTOCIIOCOOHOCTD
AHTHUBHUPYCHOTO  MPOTPaMMHOIO  OOECIEYeHHs] M PErylApHOCTH OOHOBJICHUSI
AHTHBUPYCHBIX 0a3 JaHHOTO IPOIPAMMHOI0 O0ECTICYCHNUS;

3.2.He cKauWBaTh, HE OTKPHIBATh M He 3allyCKaTh BBINOJNHEHHE (ailios
HEM3BECTHOTO HPOMCXOXIEHUsST W3 CeTH VIHTEpHET, SJICKTPOHHOH ITOYTBI M CMEHHBIX
HOCHUTEIIEH;

3.3. IpoBepATh HA HANMYHE BHPYCOB IOOBIE (ailibl, CKadaHHbIE M3 CCTH
VIHTepHET, 3JIEKTPOHHO ITOYTHI H CMEHHBIX HOCHTEIICH;

3.4. He yCTaHABIMBATh CaMOCTOSTENBHO Ha pabouyne CTAaHLIUH IIPOrPaMMHOC
obecIieueHre, He CBS3aHHOE C BBINOJHEHMEM CBOMX TPYIOBBIX OOsS3aHHOCTEH U HE
TIPEIyCMOTPEHHOE TEXHOJOTHIECKEM IPOIECCOM 00paboTKH uHGOpMAIIMA Ha OOBEKTE
BBEIYHMCIIATEIFHON TEXHUKH,

3.5.1pM BO3HWKHOBEHHH IIOJO3DEHMS Ha HaJld4ie KOMIIBIOTEPHOIO BHpyCa
(HeTunuuHas paboTa MPHIOKEHHH, MOSBJIEHHE MOCTOPOHHMX TPaQUUECKUX M MPOUMX
3((heKToB, HCKaXKEHWE WM HCYE3HOBEHHE (DAMIIOB, YACTOE MOSBICHHE COOOMIEHMH O
CHCTEMHBIX OLIMOKaX) IMOJIb30BATENb O0S3aH:

- IIPHOCTAHOBUTH paboTy;

- HeMeIJIEHHO TIOCTABUTH B H3BECTHOCTH O (paKTe OOHAPY)XSHHUsI Ha cBOel pabouei
CTAaHIMM 3apaXeHHBIX BApycoM  (ailioB  AIMUHHCTpAaTOpa  MH(OPMALMOHHOM
0€e3011aCHOCTH;

- COBMECTHO ¢ AIMHHHCTPATOpoM HH(POPMAIMOHHONW 0E30IIaCHOCTH BBIIOIHHUTH
[OHCK, JIOKQJIM3AIWIO ¥ YHHYTOXKCHUE BUPYCOB B (paiiyiaX, IyTeM MOJHOTO CKAaHUPOBAHMsI
CYLIECTBYIOIIMM AHTUBHPYCHBIM IIPOTPAMMHBIM OOECTEUEHHEM JIOKAIBHBIX IKECTKHX
JIMCKOB U pabounx (aiioB Ha cBoeld pabodel CTaHINY,

- B CIydae HEBO3MOXXHOCTH YOAleHHs BHPYCOB W3 3apaXEHHBIX (ailiios
IPOAHATM3UPOBATh HEOOXOAUMOCTh JAIBHEHINEro HX MCIONB30BaHMs B  pabouem
IpOIECCE, YOAIUTh 3apakeHHBIE (halibl ¥ BOCIOIB30BAaTHCA UX PE3EPBHBIMU KOIMSIMH,
nmu6o mepenaTh 3apakeHHbIe (aiipl AIMUHHICTPATOPY HH(POPMAIMOHHON O€301acHOCTH
JUISL IETAJIFHOTO aHaTNu3a BO3MOKHOCTEH UX BOCCTAHOBIICHHS.

4. O6s3aHHOCTH A IMHHHCTpaTOpa HH(YOPMAITMOHHON 6€3011acCHOCTH

AIIMAHHACTpATOP UHPOPMAITMOHHOH 6e30IIaCHOCTH 0053aH:
- - 4.1. KOHTPOIHPOBATE PAbOTOEIOCOOHOCTE M PETYJISIPHOCTE OOHOBIICHMUSI AHTHBHU-
PYCHOTO IIPOTPaMMHOTO OOECTIEUeH s ¥ AHTHBUPYCHBIX 0a3 Ha paboYrX CTaHIMAX T10JTb-
30Bareliell AIMUHUCTPAIUN;
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4.2. OKa3bIBaTh METOIWUECKYIO ¥ MPAKTHYECKYIO MOMOIIb ITOJb30BATEIAM B IPO-
Ilecce YAAICHHS KOMIIBIOTEPHBIX BUPYCOB X BOCCTAHOB/ICHUS HCIIOPICHHBIX JIAHHDIX;

4.3. mokyiansBaTh AJIMHHHCTPATOPY HH(OPMALHOHHOHU 6ezomacHocTH O (haKTax
oGHApYKEHHS Ha PAGOUHX CTAHIIMIX [OJIB30BATENEH AZIMHAHHCTPAITTH KOMIIBIOTEPHBIX BH-
PYCOB, HE yIQLIEMBIX CTAH[APTHBIME CPEICTBAMU aHTHBUPYCHOTO IIPOrpaMMHOIo 00ec-
TledeHns. ¥ MPEINPUHITEIX Mepax IO 00ECIeISHUIO IOJDKHOTO YPOBHS AHTUBUPYCHOM 3a-
IIHTEL

5. OTBETCTBEHHOCTH

5.1. 3a Hapymlenue TpeGoBaHHI JaHHOH VIHCTpYKIMK AnMuHECTpaTOp HH(pOpPMA-
IHOHHOM Ge30IaCHOCTH, MOJB30BaTeIl 1 OTBETCTBEHHDIC 32 SKCILIyaTallHIO CPEICTE BbI-
UHCITHTEbHON TEXHUKH, 00pabaThBaromie HHQOPMAIHI0 MOIYT OBITh TPUBJICHUCHBI K
JCIUIUIMHAPHON OTBETCTBEHHOCTH.

5.2. AqMuHHCTpaTop ~ HMH(OpPMAIMOHHOW  0E30IacHOCTH M HOJIB30BATC/IH
BEIICTMTENbHON TEXHHKM OOS3aHBI O3HAKOMHUTBCS C HAcTosmel HCTpYKIMEH M0
maanyto mommuck. Popma JKypHama MHCTpYKTaXKa HPHBEICHA B [TpunoxxeHun K
HacTosmeid HCTpYKIHH.




[Ipunoxxenue

K WucTpyKunu 1o IIPOBEIEHUIO
AHTHBUPYCHOIO  KOHTPOJSL Ha  OOBbeKTax
BEIYMCIMTENBHON TEXHUKH AJIMUHUCTpAIHH
MO «HoOBOTOPBSUIbCKUN — MYHHUIHITAIBHBINI
paion»

®opma Kypraa
HHCTPYKTaXKa I10 IIPOBEJCHUIO aHTHBUPYCHOTO KOHTPOJISI
Ha 00BEKTaX BBIYUCIUTEIBHON TEXHUKH
Anvunuctpanuy MO «HOBOTOPBSUTBCKIN MYHHITUITAIBHEI paitoHy

Ne
I/t

OpraHu3anuoHHo-
paclopsAuTeIbHBIE
JOKYMEHTBl IO 3aIlluTe
IEPCOHANBHBIX JTAHHBIX
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