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L. Onpenenenns

B HacTOAmEM JAOKYMEHTE UCIIOJIB3YIOTCS CIEAYIOMUe TEPMUHEI M MX ONMPE/CICHHA.

ABTOMATH3HpOBaHHAs 00pa0oTKa NEPCOHAIBHBIX [AHHBIX — ob6paboTka
IEPCOHATBHBIX AAHHEIX C IOMOIIBIO CPEACTB BEIYHCIATEIBHOM! TEXHUKH.

Be3omacHOCTh MNEPCOHAJIBHBIX JAHHBIX — COCTOSHHC 3alUIMECHHOCTH
IEPCOHANBHEIX JAHHEIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO TOJNIB30BaTeNCH, TEXHUICCKAX
cpencTB H  HMHQOPMAIMOHHBIX  TEXHONOTHH obecrieudTh KOH(QHUICHIHMAILHOCTE,
HETOCTHOCTh M JOCTYIIHOCTh IEPCOHAIBHBIX JAHHBIX TpH KX 00paboTke B
HH(OPMAIMOHHbIX CHCTEMAX MEPCOHANBHBIX NAHHBIX.

BoKHpoBaHHEe NEPCOHANLHBIX AAHHBIX — BPEMEHHOE IPEKPALICHUC cbopa,
CHCTEMATH3alluy, HAKOIUIEHHS, HCIONB30BaHMs, pPacHpOCTPaHCHHs, NCPCOHAIBHAIX
JIAaHHBIX, B TOM YHCIIE MX MIepeIadn.

Jocryn x wuHboOpMamuM — BO3MOXHOCTb IOJNYHCHHI uadopmaniy H €€
HCTIONB30BaHMAA. .
Jamumaevas nHQoOpMamua — HHboOpManud, ABILMOMAACA OPSAMETOM

COBCTBEHHOCTH H IOUIe)Kamas 3aIldTe B COOTBETCTBHH ¢ TpeOoBaHWAMM IIPaBOBBIX
IOKYMEHTOB UIH TPeOOBAHUSMH, yCTaHABIIMBACMBIMH cOOCTBEHHUKOM HH(OpMALIKH.

Haenradnkanusa —  IPUCBOCHHC cyobektaM B 0o0beKTaM  JOCTyIa
naeHTH(UKaTopa W (WIM) CpaBHEHHE IIPENBABILIEMOTO uaeHTHUKATOpa ¢ IEPEeIHEM
IPHCBOEHHBIX HICHTH(HKATOPOB.

VBopManuoHHasi CHCTEMAa INEPCOHAJBHBIX [aHHBIX —  COBOKYIHOCTD
cozepkamuxcs B 0a3ax [aHHBIX IEPCOHANBHBIX MaHHBIX H obecneunBalOmMX HX
06paboTKy HHGOPMAIHOHHBIX TEXHOIOTHH U TEXHHIECKHX CPEJICTB.

ViH(opMAIHOHHAS TEXHOJOIHs — IIPOLECCH], METO/B! MOUCKA, cbopa, XpaHEeHHS,
06paboTKH, MPETOCTABICHNS, PACTIPOCTPAHCHH rHGOpPMAIUK B CIIOCOOHI OCYINECTBICHUA
TaKHX IMPOLECCOB U METOMOB.

HcTOMHEK Yrpo3bl 6€30acHOCTH MePCOHAIBHBIX JAHHBIX — CyOBEKT JOCTYIa,
MaTepHalbHbIA O00beKT MaM  (H3HYECKOE  ABICHHC,  ABIAIOIIHECH MPUYHHOM
BO3SHHKHOBEHHS YIpo3bl 06€30I1aCHOCTH EPCOHANBHBIX IaHHBIX. N

KoHTpoHpyeMas 30Ha — IPOCTPAaHCTBO (TEPPHTOPHS, 3faHHME, HaCTh 3HaHMd,
[OMEIIEeHNE), B KOTOPOM HCKIIFOYECHO HEKOHTPOIMpYeMOoe npeOrBaHue TOCTOPOHHUX JIHI,
a TaK)Ke TPAHCIOPTHBIX, TEXHHYECKUX U MHBIX MAaTEPUAIBHBIX CPE/ICTB.

KoH(QHIeHIHAILHOCTL [EPCOHANBHBIX  JaHHBIX  — obs3aTenbHOE LA
COBITIOZICHHAs OIIEpaTOpOM MM HHBIM MONYYMBIIMM JOCTYIl K NEPCOHAIBHEIM HaHHBEIM
JIUILOM TpebOBaHue HE paclpoCTPaHATh HX 6e3 cornacHs CyObeKTa IepCOHANBHBIX JAHHBIX
AJM HaJIM4Y#sd HHOTO 3aKOHHOTO OCHOBaHHA.

. Hapymarean 0§e30IacCHOCTH IEPCOHAJBLHBIX JaHHBIX — ¢uzugeckoe JHIO,
CTy4aiHO WM IPETHAMEPEHHO COBEPINALOIICS NeCcTBHS, CIEICTBAEM KOTOPBIX SABILACTCA
HapyIIeHHe Ge30IMacHOCTH NEPCOHANBHBIX J@HHBIX NPH HX 06paboTKe TEXHUYECCKHMH
CpeCcTBaMA B HHOPMAIMOHHBIX CHCTEMAX [EPCOHANBHBIX JAHHBIX.

HecaHKIHOHHPOBAHHBIN J0CTYH (HeCAHKIHOHHPOBAHHBIE AeiicTBHA) — JOCTYII
K uHGOpMAIMHE WM NeHCTBHA ¢ MHGOpMANueH, HapyINAOmKe NpaBuia pasrpaHHYCHHAS
JOCTYIIa ¢ HCTONB30BAHMEM MITATHBIX CPEJCTB, HPENOCTAaB/LIEMBIX HH(POPMaIEOHHbIMH
CHCTEMaMH [I€PCOHATILHBIX NAHHBIX.

Hocureas uagopmanui — Gusrmdeckoe JUIO WK MaTepUaalbHbIM 00BEKT, B TOM
urcie (U3HYECKOe MMOje, B KOTOPOM HHGOpMAallMsd HAXONUT CBOC OTPAKCHHC B BHJE
CHMBOJIOB, 06pa30B, CHTHAJIOB, TEXHHIECKAX DPCIICHHH M IPOLECCOB, KOJTHYECTBCHHBIX
XapaKTEPUCTUK (U3UYCCKUX BCIMIHH.

O6e3MuUNBaHUe NEPCOHAILHLIX TAHHBIX — JCHCTBHA, B pe3ybTaTe KOTOPBIX
HEBO3MOYHO OIpEJENATs NPHHAIENHOCTs [EPCOHANBHEIX JAHHBIX KOHKPETHOMY
CyOBEKTY IepCOHANBHBIX JaHHbIX.



OO0paboTka mnepcoHANbLHBIX JAHHBIX — JHO00E JEHCTBHE (omeparus) wiam
COBOKYITHOCTh IEHCTBHH (OIepaluii), COBEPINAEMEIX C HCIOJBE30BAHUEM CpeacTB
aBTOMATH3alNH MK 0e3 UCMONb30BAHUSA TaKUX CPEJCTB C HEPCOHATBHBIMH JIAHHBIMI,
BKIfO4ad  cOOp, 3amMCh, CHCTEMAaTU3allMlo, HAKOIUICHHWE, XpaHEHHE, YTOYHEHHE
(oGHOBNICHNE, M3MEHEHHE), W3BIEUCHHE, HCIIONB30BAHHUE, MEpeady (pacnpocTpaHeHHe,
IPENOCTaBIIEHHE, JOCTYIN), O0Oe3JM4YMBaHUE, ONOKMPOBAHWE, yAATCHHE, YHHUTOKCHHE
IIEPCOHANBHBIX JJAHHBIX.

O0beKT BLIYHCIHEEILHON TeXHUKH — CTaIlMOHAPHBIM WM MOABHXKHEIM OOBLEKT,
KOTOPBIM  HPEACTAaBiAseT COGOH KOMIUIEKC CPEACTB  BHIYHMCIHTENGHON —TEXHHKH,
IpeAHA3HAYEHHBIH VI BBIIOJHEHHS ONpPe/Ie/eHHEIX QyHKIuit 06paboTky nHdopManmn. K
OOBEKTaM BBIMHCIHTENLHOM TEXHHKH OTHOCATCS aBTOMATH3HPOBAHHBIE CHCTEMEL
aBTOMAaTH3MpPOBaHHBIC paboume MecTa, HHGOPMALMOHHO-BEMHCIMTENBHBIE LEHTPH K
APYTHE KOMIUIEKCHI CPEJICTB BBIYMCIMTEIBHON TeXHUKH. K 0OBeKTaM BBIYHMCIHTENLHOM
TEXHHKH MOTYT OBITh OTHECEHBI TAKXe OTACNBHBIC CPEACTBA BHIMMCIHTENHHON TEXHUKH,
BBINOJIHAOINAE CaMOCTOSTENbHbIE QYHKIMK 06paGoTKu HHGOpMALHH.

Oneparop nepcoHanbHBIX JAHHBIX — TOCYXAPCTBEHHEBIH OpraH, MYHHLAIATEHBIA
OpraH, XOPHANYECKOe T QH3MIECKOe JINIO, CAMOCTOSTENBHO WM COBMECTHO C APYTHMH
JIMIAMH OPraHU3YIOMHEe U (WJIH) OCYIIECTBIAIONIHE 00paboTKy NEepPCOHANBHBIX NaHHBIX, a
TAKOKE ONMPEACIIONINE HedHd 00pabOTKH IEPCOHANBHBIX NAHHBIX, COCTAB IIEpPCOHATBHBIX
AaHHBIX, TNOMIEXAHX  00paboTKe, N€HCTBHA  (OHepalHH), COBEpIIAEMBIE  C
IIEPCOHANILHBIMY TaHHBIMH.

Ilepconanbuble NanHble — mo6ad HHGOPMAUKA, OTHOCAMIAACS HPSMO HIIA
KOCBEHHO K OIPEACICHHOMY MM oOmpefenseMoMy (usndeckoMy nmiy (CyOnekTy
[IEPCOHAIIBHBIX TAHHBIX).

ITosb30BaTe/ b HHPOPMANIHOHHON CHCTEMBI NEPCOHANBHBIX NAHHBIX — JIHIO,
y4acTByromee B GYHKIAOHHPOBAHHH HHAOPMAIHOHHON CHCTEMBI TIEPCOHANBHBIX JAHHBIX
UJIA UCTIOJIB3YIOIIEE PE3YNIBTATHI €€ QYHKIIMOHUPOBAHHUS.

Hpasuia pasrpaHHYeHust AOCTyNa - COBOKYITHOCTb IIPaBHIL,
PeTIaMeHTHPYIOMHX [PaBa AOCTyNa CyOBEKTOB AOCTyIa K 06beKTaM TOCTyTIA.
IlpenocraBienne nepcoHANLHBIX JAHHBIX — JIEHCTBHS, ‘HAUpaBICHHBIE Ha

PAaCKpLITHE NEPCOHAIBHBIX NAHHBIX ONPENEICHHOMY JMIy HJIH ONpeNeIeHHOMY KpYIy
JIUIL.

IIporpammuoe (mporpaMMHO-MaTeMaTHIECKOE) Bo3jeiicTBHE =
HECAaHKIIMOHHPOBAHHOE BO3/eHCTBHE Ha pecypcest aBTOMAaTH3UPOBAHHOMH
MHGOPMAIMOHHOM  CHCTEMBI, OCYIIECTBILIEMOE C HCIOIB30BAHHEM BPEAOHOCHBIX
IIPOTPaAMM.

Pacnpocrpanenne nepcoHaJbHBIX MaHHBLIX — JEHCTBHSA, HANpPaBICHHBIC Ha
PaCKpPBITUE IIEPCOHANBHBIX JaHHBIX HEOIPEASIICHHOMY KPYTY JIMII.

Pecypc mndopmanmonHoii cHCTeMBI — HMEHOBAaHHEBIA 3JIEMEHT CHCTEMHOTO,
NPUKJIAHOTO HJIM allapaTHOro obecnedeHus (QyHKIMOHUPOBAHHS HHPOPMAHOHHOMN
CHCTEMBI.

Cucrema 3amuTHI MEPCOHANLHBIX JAHHBIX — COBOKYIIHOCTH OPraHOB H (HITH)
UCIIONHUTENICH, MCIIONb3YEMOH MMM TEXHUKH 3aIUUTH HHOOPMAIUH, a Takke 0OHEKTOB,
OpraHu3oBaHHas W (QYHKIMOHHMpYIOIlas IO IPaBWIAM M HOPMAaM, YCTaHOBJICHHBIM
COOTBETCTBYIOIMMH JOKYMEHTaMH B 00JI1aCTH 3alUTHI IEPCOHAIBHBIX JaHHBIX.

CpencrBo kpunTorpaguveckoii 3amuThl HHGOPMAUMHM — CPEJCTBO 3aIUTHI
HHQOpMalHK, pealu3ylolllee  aITOPUTMBl  KPHUITOrpadHUuYecKoro  IpeoGpa3oBaHMs
nHbopMaInUy.

Cy0bexT g0cTyna — MO0 HIM TPOLECC, AEHCTBUS KOTOPOTO PEriaMeHTHPYIOTCS
IIpaBHJIaMH pa3rpaHAYCHUS JOCTYIIA,



Cy6LeKTsI MMepcoHATLHBIX JAHHbIX — PaOOTHHKH; IpaXnaHe, HYXAAIOMuecs B
COIMAILHOM MOIEPXKKE M COIUATBEHOM O0OCIY)XKMBAHUH ¥ IPYTHE JIMIIA.

TexunueckHii KaHajg yTedKH HHpOpMalmdH — COBOKYIIHOCTH HOCHTEIIA
uHdopmamum  (cpeactBa  oOpaboTkm),  (E3WdYeckod  CpeEl  PacIpOCTPAHCHHA
MH(OPMATHBHOTO CHTHANTA H CPEJICTB, KOTOPHIMH HOOBIBACTCS 3aIIHINacMast rHbOpMaIu.

TexHnueckue cpeacTBa HHGOPMALHOHHOH CHCTEMBI IEPCOHATBHBIX AaHHBIX —
CPEZICTBA BLIYMCIUTENBHON TEXHHMKH, HHGOPMAIHOHHO-BEMHCIUTENBHEIE KOMILIEKCH U
CeTH, CPeCTBAa M CHCTeMSI Mepejaud, npuema M 00paGOTKM IEepCOHANBHBIX IAHHBIX
(cpemcTBa H  CHCTEMBl  3BYKO3allMCH, 3BYKOYCHJICHHA, 3BYKOBOCIDOH3BEICHHA,
IIEpErOBOPHBIE ¥ TEJICBU3HOHHBIE YCTPOHCIBA, CPEACTBA H3TOTOBICHHS, THPAKUPOBAHHA
JOKYMEHTOB H JpyTHE TEXHHUECKHE CPEICTBA 00pabOTKM peueBoi, rpaguieckol, BIACO-
1 GykBeHHO-IM(POBOil HHEGOPMAIKH), TPOTPaAMMHBIC CPENCTBA (omepalnOHHBIE CHCTEMBI,
CHCTEMBI yNpaBieHHs 6a3aMH JaHHBIX M T.OI.), CPEACTBA 3allATHI rHbOpMAaIUH,
NpUMEHsAEMbIe B HHPOPMAIMOHHBIX CHCTEMAaX.

Vrpo3bl 0€30HaCHOCTH IEPCOHAIBHBIX JAHHBIX — COBOKYIHOCT yCIIOBUH H
$aKTOpoB, CO3JAIOMEX ONACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM HHCIC CITy9aiHOTrO,
JOCTYTIa K EPCOHATBHBIM JaHHBIM, PE3YJIBTATOM KOTOPOTO MOXET CTAaTh YHUYTOXKCHHE,
M3MEeHeHne, OTOKMpOBaHUe, KONMHPOBAaHHUE, PAaCIpPOCTPaHEHHE MEPCOHANBHBIX NAaHHBIX, a
TaK)Ke MHBEIX HECAHKIHMOHMPOBAHHBIX JAeHCTBHI mph mx o6paGoTke B uH(GOpMATHOHHOM
CHCTEME IIEPCOHATBHBIX JAaHHBIX.

YHu4YTOKEHHE NEePCOHAJBHBIX JAHHBIX — JICHUCTBHA, B PE3YyNbTare KOTOPBIX
HEBO3MOXHO BOCCTAHOBHTH COJCP)KAHHE TEPCOHAIBHBIX JaHHBIX B HH(OpMAIMOHHOH
chcTeMe MEPCOHANBHBIX MAHHBIX WIM B pe3ylNbTaTe KOTOPhIX —YHHYTONKAIOTCHA
MaTepHaIbHbIc HOCHTEH NePCOHATBHBIX JaHHBIX.

Vreuka (Gamumaemoii) HHPOPMAUHH 1O TEXHHYECKMM KaHAJIaM —
HEKOHTPOJIIPYEMOE ~ PacmpocTpaHeHHe MHGopMamuu OT  HOCHTEIN 3aIUIaeMo
pHpOpMaIHH depe3 QH3AIECKYIO Cpely A0 TEXHHYECKOrO CPEACTBA, OCYIIECTBILIIOMICTO
nepexBaT HHOPMAIAH.

IleocTHOCTH MHGOPMANHE — CIIOCOGHOCTD CPEICTBA BBIYHC/INTEIFHON TEXHHKH
WA aBTOMATHSHPOBAaHHOW CHCTeMBl obecmednBaTh HeH3MeHHOCTs HHGOpMaIWH B
YCIIOBHSX CITy4aifHOTO W/HIIH NPEAHAMEPCHHOTO NCKaKCHHA (pa3pymeHus).

IL. BBenenne

Hacrosmas ITommTrka 6e30IacHOCTA EPCOHANBHBIX TaHHBIX, 06pabaThBACMBIX B
MHQOPMAIHOHHBIX CHCTEMAX MEPCOHAIBHBIX MaHHBIX I'BY PMD «KIICOH B ropoxne
KospMogeMbpiHCKe» (fanee — IMoymTHKa), SBISeTCA OQHUIHANBHEIM JOKYMEHTOM H
paspaGoTaHa B COOTBETCTBHH C LEISMH, 3a1a4aMl H [NPHHIHIAMHA obecnieueHus
6€30IIaCHOCTH TIEPCOHAIBHBIX JAHHBIX HM3JIOKEHHBIX B Konuenmuu 6e30macHOCTH
népdbi{anbnnm [IaHHBIX, 00pabaTbBacMbIX B HH(POPMAIHOHHBIX CHCTEMax MEpPCOHATBHBIX
naEbx [BY PMD «KIICOH B ropone KossmomempsHcKe»(anee — YUpexIeHHe).

B Ilonurtuke ompeneneHsl TpeGoBaHms K paGOTHHKAM YHUPEHKICHHS, CTCTCHb
OTBETCTBEHHOCTH DabOTHHKOB, CIPYKTYpa H HEOOXOIMMEIH YPOBCHB 3alHINCHHOCTH,
CTaTyc . M JO/DKHOCTHBIE OOS3aHHOCTH PaOOTHHKOB, OTBETCTBCHHBIX 32 obecrieucHHUE
6e30MACHOCTH IIEPCOHANBHBIX JAHHBIX B MH(GOPMAIMOHHBIX CHCTEMaX IEpCOHATBHBIX
~ MaHHBIX YuapexaeHus.

III. OO0mue monxoXKeHHUSs
I_IeJiBIO pacrosmedt IlommTuku — sBisercs — obecmedenwe — 6e30mMacHOCTH
IePCOHATBHBIX NaHHBIX YHUPEXKACHHA OT BCEX BH/OB YIpo3, BHEIIHHX N BHYTPEHHHX,
YMBIIUIEHHBIX H HENpeIHaMepeHHbIX, MIHAMH3AINA ymep6a OT BO3MOXKHON peanH3anuu
yrpo3 6€30macHOCTH MIEPCOHATBHEIX IAHHBIX.



BeszomacHOCTE  MEpCOHANBHBIX  JAHHBIX  JOCTHTAETCS TIyTEM  HCKIIOYESHMUS
HECaHKIIMOHHPOBAHHOT'O, B TOM HYHCJIE CITy4aHOIo, JOCTyNa K MEPCOHAIBHBIM JaHHBIM,
pe3yNbTaTOM KOTOPOrO MOXET CTaTh YHHYTOXCHHE, H3MEHEHME, OIOKMPOBAHHE,
KOIIUpOBaHHWEe,  PACHpPOCTPaHEHHE  IEPCOHAIBHBIX  JAaHHBIX, a  TaKKe  HHBIX
HECaHKIHOHNPOBAaHHBIX JCHCTBHIA.

Nudopmanus u CBA3aHHBIE C HEH PECypCHI HOJDKHBI GBITH JOCTYIHBI TOJBKO IUIA
aBTOPU30BAaHHbIX [0Jb30BaTeNeH. B MHPOPMAIIMOHHBIX CHCTEeMaX MEePCOHANBHBIX AAaHHbIX
JIOJDKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHAPYIKEHHE YIPO3 B pearupoBaHye Ha yIPO3bl
0€30MacHOCTH TePCOHATBHBIX JAHHBIX.

B mH}OpManMOHHBIX CHCTEMAaX NMEPCOHANBHBIX NAHHBIX HEOGXOMHMMO HCKIIOUHTE
BO3MOXHOCTh  MPEAHAMEPEHHBIX MM  CIy4YalHBIX, YAaCTHYHBIX WIH  ITOJHBIX
HECAaHKIMOHNPOBAaHHBIX MOIU(HUKAIINI WK YHHYTOKEHUS TaHHBIX.

Ilepeders NepCOHANBHBIX JAaHHBIX, MOMICKAIMX 3aIlUTE, OMPEACTIEH B
Honoxenun 06 06paboTke mepcoHaNbHBIX AaHHBIX B I'BY PM3 «KIICOH B ropose
Ko3sMozneMbsaHCKeE Y.

IV. CucreMa 3aIIMTBHI IEPCOHANBHBIX JAHHBIX

CucreMa 3aIUThl IEPCOHANTBHBIX JAHHBIX CTPOMTCS HAa OCHOBAHHH

- Ilepedns nepcoHaNbHBIX JaHHEIX, MOJIEKANIMX 3aAIUTE;

- Ilepedns nHQOPMAITMOHHBIX CHCTEM HIEPCOHATBHBIX JAHHBIX,

- AKTa OompefieNIeHus] yPOBHS 3alllHINEHHOCTH MEPCOHANBHEIX JaHHBIX IIPH HX
00paboTke B HHYOPMAIHOHHON CHCTEME IEPCOHANIBHEIX JaHHBIX;

- YHacrHo#t Monennm yrpo3 M HapymuTelds O€30MAaCHOCTH INEPCOHAIBHBIX
JAHHBIX;

— [lonoxenus o pasrpaHHYeHHM I@paB JAOCTyna K 0OpaGaThIBaEMBIM
[IEPCOHATIBHBIM JaHHBIM;

- PyxoBomsamux noxyMmeHToB ®CTIK Poccun u ®CB Poccun.

Ha ocHOBaHMH 3THX JOKYMEHTOB OIIPEAENAeTCS HEOOXOMMMBIH yPOBEHb
3allIUIICHHOCTH [CPCOHANBHBIX JAHHBIX B KaXI0i HH)opmammoHHON cHcTeMe
IEPCOHANBHBIX JAHHBIX YupexiaeHusa. Jns Kaxaod WHPOPMALMOHHOW CHCTEMEL
NEPCOHANBHBIX JaHHBIX JO/DKEH OBITH COCTaBJICH CIHCOK HCIOJB3YyEeMEIX TEXHHYECKHX
CPEICTB, a TaKXe [porpaMMHOro ofecliedeHHs yd4acTByromero B oOpaborke
[IEPCOHATIBHBIX JAHHBIX, IOJIEXKAINX 3aIIUTeE.

B 3aBucHMOCTH OT YypOBHS 3alMIOIEHHOCTH NEPCOHANBHEIX JAHHBIX B
MH(OPMALMOHHOH CHCTEME IEPCOHANBHBIX JAHHBIX W aKTYalbHBIX YIpo3, CHCTEMa
3a0MTEl MEPCOHANBHBIX JAHHBIX MOXET BKJIIOYATh CJICAVIOI[HE TEXHHYECKHE H
IIPOrpaMMHEIE CPENCTBA!

- aHTHBHPYCHBIE CPEACTBA UL 0OBbEKTOB BEIYHCIATEIILHOM TEXHUKH;

= CPEACTBA MEXCETEBOr0 3KpaHUPOBAHMUS,

- CpelcTBa KpHNTOrpadUYecKod 3ammTel WHQOpMammu, NpH Mepenade
3amunaemMoi HHGOpMalHy 10 KaHaJIaM CBSI3H.

Tax e B CIIHCOK JOJDKHBI OBITh BKIIIOYEHB! QYHKITMM 3alUTEI, 00eCIIeUMBacMbIe
INTAaTHBIMH CpeACTBaMH HHGOPMALMOHHOM CHCTEMBI TMEPCOHANBHBIX JAHHBEIX W
OIIEPAllMOHHBIX CHCTEM, NMPHUKIATHBIM IIPOTPAMMHBIM OOECIICYCHHEM H CIIEIHAIBHBIMH
KOMIIJIEKCaMH, PEAIH3YIOIAMH CpeACcTBa 3amuThl. CHHcOK (YHKUMH 3allUuThl MOXET
BKJIIOYATh:

— yIpaBJI€HHUE JOCTYIIOM U PasrpaHAYEHHE JOCTYIIA MMOIb30BATEIICH;

= PETUCTPAIHIO U yUET AeHCTBUM ¢ HHDOopManueit;

— obecrieueHHe EJIOCTHOCTH JaHHBIX;

- oOHapy>XeHHE BTOPXKCHHUI.



CIHCOK  MCNONB3YEMBIX CPEACTB JODKEH MOJUICPKHBAThCA B AKTYalIbHOM
COCTOSHUM. Bce H3MeHeHMA cocTaBa CHCTEMBI 3alIUTHI IIEPCOHANBHBIX JAHHBIX WIH
JJIEMEHTOB HMH(OPMALMOHHBIX CHCTEM IICPCOHANBHBEIX JAHHBIX JIOJDKHBEI  OBITH
COIJIaCOBAHBI ¢ AIMHHUCTPATOPOM HHPOPMAIIHOHHOM O6€30IacHOCTH.

V. TpeboBanus K MOJCHCTEMAM CHCTEMBI 3AIMTHI MEPCOHAIBHBIX NAHHBIX

CucremMa 3aMMTEl NEPCOHANBHBIX JAHHBIX BKIIOYA€T B cebs  ClIeAyromue
MIOJICHCTEMBI:

- YIPaBJICHHS JOCTYIIOM, PETHCTPAIMH ¥ YUETa;

- obecrie4eHus IeJIOCTHOCTH U JIOCTYITHOCTH;

- AQHTHUBHUPYCHOU 3aIIATH;

- MEXCETEBOTO SKPAHUPOBAHHS;

- aHaJIM3a 3alUIICHHOCTH;

- o0HapyKeHHS BTOPXKEHU;

- KpHITOrpadhnIecKo 3aIlnuThL.

IToncucTeMsl CHCTEMBI 3aIIMTBI NEPCOHANBHBIX IaHHBIX MMEIOT Pa3InYHbLA
GyHKIOHAN B 3aBUCHMOCTH OT YPOBHS 3all[MINEHHOCTH I€PCOHANLHEIX NAHHBIX IPH HX
00paboTke B HHOOPMALMOHHON CHCTEME NEPCOHATBHBIX JaHHBIX, OIPENEICHHOIO B AKTE
OIpeNeeHus YPOBHS 3alIMINEHHOCTH IEPCOHAIBHBIX IaHHBIX NpH HX 06paboTke B
HH()OPMAIOHHOHN CHCTEME NEPCOHANBHBIX JaHHbIX.

S.1.  IMomcncremsl ynpaBJieHHs! JOCTYIIOM, PETHCTPALAHE H y4eTa

IToncucreMa ympaBleHHs JOCTYIIOM, PETHCTPallud M y4eTa IpeAHa3HauyeHa Iy
peanu3alyy CIeIyIomuX §yHKIHii;

- HJeHTHQUKAIHH U IPOBEPKH IIOUTMHHOCTH CYOBEKTOB JOCTYIIA IIPH BXOJE
B HH()OPMAIMOHHYIO CUCTEMY IIEPCOHANBHBIX JAHHBIX;

- HeHTHQUKAMY TEPMHHAIOB, Y3JIOB CETH, KaHAIOB CBA3H, BHEIIHHX
YCTPOMCTB IO JJOTHYECKIM UMEHaM;

- ueHTHQUKAIUKY [IPOrpaMM, TOMOB, KaTaloroB, (aiios, 3amucei, monei
3alKcel 10 UMEHAaM; 5

- perucTpanyy Bxoja (BbIX0[a) CyObEKTOB AOCTYIIA B CHCTEMY (U3 CHCTEMBI),
OO0 perucTpaliy 3arpy3Ky 1 HHUITMAIHW3AIMH OIEPAOHHON CHCTEMBI H €€ OCTAHOBA;

- PErucTpalMyd IONBITOK JOCTYIIa IIPOTPAMMHBIX CpEACTB (IIPOrpamM,
IIPOIIECCOB, 3a1a4, 3aJaHuii) K 3alumaeMemM ¢aitiam;

- PErHCTpalli MOMBITOK JOCTYNa IPOTrPaMMHBIX CPEICTB K TepMHHAIaM,
KaHANaM CBA3M, IPOTPAMMAM, TOMAM, KaTaoraM, daiiiam, 3aIHcsM, OJISM 3aIicei.

IToncuereMa ympaBieHHS OOCTYIIOM MOXET OBITh peajM30BaHa ¢ IIOMOIIBIO
IITATHBIX CpPEeICTB 0OpabOTKM IEePCOHANBHBIX MJAHHBIX (ONEPAI[MOHHBIX CHCTEM,
npunoxeruit). Tak xe MOXeT ObITh BHEAPEHO CIIEIHUATEHOS TEXHHYECKOE CPEICTBO HIIA
UX KOMIUIEKC, OCYIIECTBILIONINE [ONOJHUTENBHEIE MEPhl 10 ayTeHTHQHKAUH U
KOoHTporo. HanprmMep, mpiMeHeHHe €AMHBIX XPAHIITHIL YYETHBIX 3alUCeN MMOJIb30BaTeNei
U PETHCTPAHOHHOW HMH(OpPMAIMH, UCIONB30BAHHEC OHOMETPUYECKUX M TEXHHYECKHX (C
HOMOIIIHIO IIEKTPOHHBIX IIPOIYCKOB) MEP ayTeHTUGHUKAIIMH U APYTHX.

5.2. Iloacucrema obecmedeHNs HETOCTHOCTH M JOCTYITHOCTH
[Topcucrema ofecniedeHHs UENOCTHOCTH M JOCTYIHOCTH IIpefHAa3HadeHa UL
obecriedeHns IETOCTHOCTH M JOCTYIHOCTH II€PCOHANBHBIX IAaHHBIX, MPOTPAaMMHBIX H
amnmmapaTHBIX CPEACTB HMHPOPMAIIMOHHBIX CHCTEM IIEPCOHATBHBIX NAHHBIX YUYPEKACHHS, a
TaK e CPeJCTB 3alIUTE, IIPH CIy4allHOM HIIM HaMEPEHHOH MOIUUKaIMH.



HOI[CI/ICTeMa pealn3yeTcs C IIOMOIUBIO OpraHU3alluu PE3EPBHOIO KOIIHPOBAHHUS
OGpﬁGaTBIBaCMBIX JAAaHHBIX, a TaK X€ PE3CPBHPOBAHHNEM KIIOYEBEIX DJIIEMEHTOB
I/IH(l)OpMaI_II/IOHHBD( CHACTEM NEPCOHATIBHBIX TAHHBIX.

3.3. IloacucTeMa aHTHBHPYCHOH 3aMIMTEHI

Iloncucrema  aHTHBHPYCHOM  3alMTHI  NpelHA3HAYeHAa JUII  OOECIICUCHHS
AHTUBUPYCHOX 3aIlIATHl OOBEKTOB BEMMHCINTENIBHON TEXHAKH Y UpeKICHHS.

CpencTsa aHTUBEPYCHON 3alllMTEI MpeIHA3HAYEHBI JULS peaM3anuy CieayIomux
GyHKIIHIA:

= PE3U/ICHTHBIM aHTUBUPYCHBIN MOHUTODHHT,

- AQHTHBHPYCHOE CKaHHPOBAHHE;

- CKPHUIIT-0JIOKHPOBaHKE;

- UECHTPATH30BaHHAs/yJalICHHAS  YCTAHOBKa/CHHCTAIUIAIHAS aHTHBHPYCHOTO
TPOJyKTa, HAaCTPOMKa, aJMHUHUCTPHPOBAHHE, IPOCMOTP OTYETOB M CTATUCTHYECKOM
uHbOpMaUK Mo paboTe MPOAYKTA;

— aBTOMATH3UPOBAHHOE OOHOBNICHHE aHTHBUPYCHEBIX 0a3;

- OIpaHHYEHHE IIPaB IONB30BaTeNd Ha OCTAaHOBKY HCIIOMHSIEMBIX 3a1ay H
HU3MCHEHHS HACTPOEK aHTUBHUPYCHOTO IPOIPAMMHOT0 00ECIICUECHHS,

- aBTOMATHYECKHH 3aIlyCK Cpasy MOCIIe 3arpy3KH ONEPaHOHHON CUCTEMEL

[loncucrema peammsyercs IyTeM BHEAPEHHS CIEMUAILHOIO aHTHUBHPYCHOTO
IPOrPaMMHOTO 0OECIICUCHHS BO BCE JIIEMEHTH HH(POPMALMOHHEIX CHCTEM MEPCOHATBHBIX
JIAHHBIX,

54. Tlogcucrema MeXKceTeBOro SKpaHUPOBAHUS

IlogcrcTema MexXCeTeBOro SKpaHMPOBAHWS [pPeNHA3HAYECHA U PEaTH3alAH
ClIenyromux GyHKIHH;

- buaBTpaNEK OTKPBITOTO U 3amH(POBAHHOrO (3aKkpiToro) IP-Tpaduka;

- (mkcaud BO BHYTPEHHHX OKypHANIaX HHGODMAIME O MPOXOMISIIEM
OTKPEBITOM M 3aKphIToM IP-Tpaduxke; 4

- HICHTHQHKAIMA W ayTeHTUGUKAIMU AIMUHUCTPaTOpa MH(OPMAIHOHHOM
Ge30macHOCTH WM AMHHACTPATOpa HHGOPMAIMOHHON CHCTEMBI IepPCOHAIBHBIX JAAHHBIX
IIPH €T0 JIOKAIBHBIX 3aIIpocax Ha JOCTYII;

= perucTparmu  BXoga (BbIXOma) AJMHHHCTparopa HMH(OPMAIMOHHOM
GesoracHOCTH WM ATMHHACTPATOpa HHPOPMALMOHHON CHCTEMBI [epCOHATBHBIX AAaHHBIX
B CHCTEMY (M3 CHCTeMBI) IU60 3arpy3KH W HHHIUATH3AANE CHCTEMBI M e¢ IPOrpaMMHOTO
OCTaHOBA;

- KOHTPOJIS IIEJIOCTHOCTH CBOEH [TPOrpaMMHOM U HHPOPMALHOHHON YacTH;

— (HIbTPAMM  NAKETOB  CIyXKeOHBIX I[IPOTOKOJOB, CTyXAIHX  JUIA
JMarHOCTHKH M YIIPaBJICHHs pabOTOH CETEBBIX YCTPOMCTE;

- unbTpanuy ¢ y4eToM BXOTHOTO H BBIXOIHOTO CETEBOro MHTepdelica Kak
CPEICTBO IPOBEPKH MOIIHMHHOCTH CETEBBIX a/IPECOB;
- PETHCTpALAH U y4YeTa 3alPalliBAEMBIX CEPBHUCOB IIPUKIIAHOTO YPOBHS;

- OJIOKHPOBaHKS JOCTYNIAa HEHACHTHOHIMPOBAHHOTO 00BEKTa MM CYOBEKTa,
HOUIHHHOCTh ~ KOTOPOTO IIPH  ayTeHTH(GMKAIWM He IIOATBEPAMIIACH, METOIAMH,
YCTONYMBBIMH K IIEPEXBaTy;

- KOHTPOJIS 38 CETCBON AKTUBHOCTHIO IPUIIOKEHHN M OOHAPYKEHHUS CETEBBIX
aTax.

IofcucTemMa peanmM3yeTcs BHEIPEHHEM IIPOrPaMMHO-ANNIAPaTHEIX KOMIIJIEKCOB
MEXKCETEBOT0 3KpaHUPOBAaHUS HA TPAHUIIC CETH.



5.5, IloacucreMa aHAIH3A 3aMIHIIEHHOCTH
[lojcucreMa aHalTH3a 3alMINCHHOCTH, J0/DKHA obecriedBaTL BBIABICHHE
yA3BUMOCTEH, CBSA3AHHBIX C oImmbKaMA B KOHQHIypalMH MpOrpaMMHOTO obecneyueHusa
HH(POPMAIMOHHOH CHCTEMBI EPCOHABHBIX JIAHHBIX, KOTOPEIE MOTYT OBITH HCIIOIB30BaHbI
HapyIIHTeNIeM JUls pealn3alliyi aTaki Ha CHCTEMY.
®yHKUHOHAN  TIO/CHCTEMBI  MOXCET OBITH PEATH30BaH MPOTPaMMHBIMHU U
IPOrpAMMHO-aNNapaTHBIMA CPEACTBAMH.

5.6. IlogcucTeMa 0GHAPYKEeHHS BTOPIKEHHI
IMogcuctema oOHApYXEHUA BTOpXKEHUH, JODKHa 00ecHedYnBaTh —BBIABICHNC
CeTGBLIX aTak HAa DIEMEHTH HHGOPMAIMOHHOM CHCTEMBI NEPCOHAIIBHBIX JAHHBIX,
MOIKTIOYEHHBIE K CETAM 001ero nojib30BaHus i (1K) MEXIYHApOJHOTO OOMEeHA.
OyHKIMOHAT MOACHCTEMBI  MOXET OBITh peainu30BaH IPOrpaMMHBIMH M
PO PAMMHO-AIINAPATHEIMU CPEACTBAMH.

5.7. TloacucreMa KpUITOrpaduIecKoil 3amMThI
[lojcrcTema KpunTorpadudeckol 3alMThI MpeIHA3HAICHA UL HCKJIFOUCHHUS
HECAHKIIMOHMPOBAHHOTO JOCTyNa K samumaeMoil MHGOpMaiEH B HMHQOPMAIMOHHBIX
CHCTEMax TEepCOHATBHBIX NAHHBIX YUPENIEHHS, IpH €€ Nepe/iate Mo KaHajlaM CBs3H
ceTeit 06Imero MoIp30BaHus H (MIK) MEXTYHAPOAHOTO obOMmeHa.
[oncwereMa peanuM3yeTcss BHEAPCHHEM KkpunTorpadpuyecKnx — IporpaMMHo-
aNmapaTHBIX KOMIUICKCOB.

VI. Ioan3oBaresmn HHGOPMAIHOHHBIX CHCTEM MEePCOHATBHBIX JAHHBIX

B Konmenuuu 6e30aCHOCTM MEPCOHATBHBIX JaHHBIX ompereneHbl OCHOBHEIE
KaTeropu IOJIb30BaTeNeH. Ha OCHOBAaHHMHM STHX KaTeropuil JoJbkHa OBITH NMPOU3BEACHA
THIM3AIHs oJp30Barencii HHOpMaIMOHHbIX CHCTEM IepCOHATBHBIX JTaHHBIX, OTIPE/ICNICH
MX YPOBEHD JJOCTYIa H BO3MOXHOCTH.

B uH(OpPMAIMOHHBIX CHCTEMAX HEPCOHANBHBIX JaHHBIX VupexxIeHnsd MOXHO
BLUIENIATh  CIETYIOIIAEe  IPYIIIbI mojp30Barelieli, yJacTBYHOIIMX B 06paboTKe
HepCOHANbHBIX JaHHBIX! 4

- AIIMHAHHCTPATOP uHbOPMAIAOHHON CHCTEMBI IEPCOHANBHBIX JIAHHBIX;

- Omnepatop vHPOPMALMOHHOH CHCTEMBI TIEPCOHATBHBIX JIAHHBIX.

Jlanubie 0 rpymmax moJp3oBaTeeli, ypoBHE HX JOCTyla ¥ UHGOPMAPOBAHHOCTH
JIOJDKHBL - OBITH  OTP@XKEHBI B [lo7OKEHHH O pasrpaHHdYeHHM TpaB JoCTyla K
06pabaThIBaCMBIM IIEPCOHATBHBIM JIAHHBIM.

6.1. AaMHHHCTPATOP pHPOPMAIIHOHHO CHCTEMBI IIEPCOHATBLHBIX JAHHBIX

AMHHHCTPATOP AHGOPMAIMOHHOM CHCTEMBI NEPCOHATBHBIX JAHHBIX, pabOTHHK
VupexaeHns, OTBETCTBCHHBIH 34 HAcTpO#Ky, BHEIPEHHE M  COMPOBOXJICHHC
MHGOPMAIMOHHOH CHCTEMBI NIEPCOHATILHBIX naurbx. OGecnednBacT QyHKIMOHAPOBAHHE
[OJICHCTEMEI YIIPABJIEHU JOCTYIIOM #H(OPMALUOHHOH CHCTEMBI IEPCOHANBHBIX JIAHHBIX
¥ YIIOTHOMOYEH OCYIIECTBIATH IPEJOCTABICHHUE H pasrpaHddeHHe OCTyNa KOHETHOTOo
monbsosatens (Omepatopa HHPOPMALHMOHHOH CHCTEMBI ePCOHATBHBIX [AHHBIX) K
3IeMEHTaM, XPaHsAIIUM IEPCOHANBHbBIC TaHHDIC.
, AZMMHACTPATOp HHGOPMAIMOHHOH CHCTEMBI IepCOHATLHBIX JAHHBIX 00Omanaer
CIIELYIOLIMM yPOBHEM HOCTyNa U 3HAHWMN:

_  obnamaer momHOM uHGOpMauwmed O CHCTEMHOM H IPAKJIAJHOM
IpOrpaMMHOM 00€CTICICHUH uH(GOPMAIHOHHOM CHCTEMbI IIEPCOHATBHBIX TIAHHEIX;

- oGnamaer monmHOW wHQOpmammed O - TEXHMHYECKHX cpencTsax H
KoH(Uryparuu MH(OPMAIOHAON CHCTEMBI IEPCOHATBHBIX JIaHHBIX;
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- MMeeT JOCTYI KO BceM TEXHHYECKUM cpelcTBaM 06paboTku nHbOpMaliy 1
JaHHBIM B HHEPOPMAITHOHHOH CHCTEME TIEPCOHATBHBIX NaHHBIX;

- o0rafaeTr BO3MOXKHOCTSMH BHECEHMS M3MEHEHHH B NPOrpaMMHOE
obecreyeHne MH(QOPMAMOHHON CHCTEMBI IEPCOHANBHBIX JAHHBIX Ha CTaQud €e
pa3paboTKH, BHEIPEHHS M COTPOBOXICHUS;

- 061amaeT IpaBaMH KOH(HUIYPHPOBAHHS M aIMHHHMCTPATUBHOHW HAaCTPOMKH
TEXHHYECKHX CPEACTB HHGOPMAITHOHHON CHCTEMBI IIEPCOHATBHBIX NAaHHBIX.

6.2. Onepatop nHGOPMANMOHHON CHCTEMBI MEPCOHANBHBIX JAHHBIX

Oneparop uHGOPMAIIOHHOM CHCTEMBI INEPCOHANBHBIX JAHHBIX, pabOTHHK
VupexIeHds, OCYIIECTBIOmM 00paboTKy IEpPCOHANBHBIX JaHHBIX. ObpaboTtka
IIEPCOHANBHBIX JAHHBIX BKIIOYAET: BO3MOXHOCTH MPOCMOTPA IICPCOHANBHBIX NaHHBIX,
PY4HOH BBOI MEPCOHAIPHBIX NAHHBIX B HHQOPMALMOHHYIO CHCTEMY IMEPCOHAIBHBIX
[AHHBIX, (OPMHpDOBAHME CIPAaBOK M OTY4ETOB MO HMHQOpMAnuH, MONYYCHHOH H3
HHPOPMALMOHHON CHCTEMBI IEPCOHATBHBIX aHHBIX.

Onepatop uHGOPMAIMOHHOW CHCTEMBI IEPCOHAIBHBIX  JMaHHBIX obmagaer
CIIeYFOLIMM yPOBHEM JOCTYIIA H 3HAHUH:

- 067aaeT BCEMH HEOOXOIMMBIME arTpuOyTamu (HaIpHMeEp, Napoyiem),
06eCIIeUnBAIOIIIMH AOCTYI K HEKOTOPOMY IIOZIMHOXECTBY NMEPCOHAIBHBIX JaHHBIX;

- pacmosiaraeT KOHQUICHIHANEHBIMA TaHHBIMH, K KOTOPBIM HMEET HOCTYIL.

VII. AamuHHcTpaTop HHGOPMAIMOHHOM 0€30MACHOCTH

AnMuHHCTpaTOp HHGOpPManHOHHOK 6€30MacHOCTH, pabOTHHK YupexaeHus,
HA3HAYAEMBII IIPUKA30M JMPEKTOpa YUPEX/ICHMUS, OTBETCTBEHHBIH 32 QYHKIMOHAPOBAHHS
CHCTEMBI 3aIATH NEPCOHANBHBIX NAHHBIX, BKIIOYAs OOCTyXMBAaHHE M HACTPOHKY
aJIMHUHVCTPATHBHOM, CEPBEPHOH U KIIMEHTCKOH KOMIIOHEHT.

AIMEHECTPATOp HHGOPMAIOHHON 6€30acHOCTH 00afaeT CIexylomuM ypOBHEM
JIOCTYIA ¥ 3HAHUH:

— obnamaer mOJHOM HMHpopManmed 00 HHOOPMAMOHHBIX CHCTEMAaX
HEPCOHATBHBIX JaHHBIX; 4

- MMeeT ZOCTYII K CPEACTBAM 3alUThl HHPOPMAavy U NPOTOKOIMPOBAHNS 1 K
YaCTH KIIFOUEBBIX AJIEMEHTOB HHGOPMAMOHHON CHCTEMBI IIEPCOHATBHBIX JAHHBIX;

- He IMeeT IpaB JOCTYNa K KOHQHIYPUPOBAHHUIO TEXHUMICCKUX CPENCTB CCTH
32 HCKJTFOYEHNEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

AJMHEHHCTPATOp HHGOPMAIIAOHHOH O€30IaCHOCTH YIIOTHOMOYEH:

- peanH30BEIBATh MOJMTHKH O€30MacHOCTH B YAaCTH HACTPOHKA CPENICTB
3ammTEl HHGOPMAIHH, MEXCETEBEIX JKPAaHOB M CHCTEM OOHApyKCHHS BTOPXCHHH, B
COOTBETCTBMM C KOTOpHIMH MOJb30BaTens (Omeparop HHGOPMAIHOHHOH CHCTEMBI
IIEPCOHANBHBIX ~ JAHHBIX) [OIydacT  BO3MOXHOCTB paboTaTb C  JJIEMEHTaMH
MHQPOPMAIIMOHHON CHCTEMBI IEPCOHANBHBIX JAHHBIX;

- OCYIIECTBIATH ayAUT CPEACTB 3aIIUTEL HHPOPMAIINH;

- OCYIIECTBIATH KOHTPOJb 32 JeHCTBUAMH I10Ib30BATENICH HH(POPMALTHOHHON
CHCTEMBI IEPCOHATBHBIX JAHHBIX IPU MX paboTe ¢ IepCOHATBHBIMH JaHHBIMHU;

- YCTAHABIMBATD JOBEPHUTENLHBIE OTHOIMICHUS CBOCH 3aIUINEHHON CETH C
CeTsIMH JPYTHX OPraHU3alyil B y4pexKACHUH.

JoJDKHOCTHBIE 0Os3aHHOCTH AJMHUHHCTPATOpa nadopMaMOHHOH 6€30MaCHOCTH
onrcanbl B IHCTPYKIAH AIMAHECTPATOpa HH(POPMALlMOHHOH 0e301aCHOCTH.



11

VIII. Tpe6oBanus K paGoTHAKAM 0 06ecre4eHHNI0 3aIHTHI NEePCOHATLHBIX
JAHHBIX

Bce paGoTHHKH YUpexICHHs, ABILIOMMIECS NOIb30BaTesIME HHOOPMALMOHHBIX
CHCTEM IIEPCOHATBHBIX JAHHBIX, JOJDKHBI YETKO 3Hark M CTPOTO  BBIMOJHATH
YCTaHOBJCHHEIE TpaBWia W OOA3aHHOCTH IO JOCTYNYy K 3alllMINaeMbM OOBEKTaM H
COOIIIONEHHUIO YCTAHOBJICHHOTO PEKUMa 6€30I1aCHOCTH IIEPCOHANBHBIX NaHHBIX.

[lpu BCTYIUICHHH B JODKHOCTH HOBOTO paGOTHMKAa HENOCPEACTBEHHBIH
PYKOBOAUTEINL 00s3aH’ OPraHU30BaTh €ro 03HaKOMJIEHHUE C JIOJDKHOCTHOM WHCTPYKLIMER H
HEOOXOIMMBIMH  JOKYMEHTaMH, pEIIaMEHTUPYIOIUIMMHU TpeOOBaHHSA MO  3allUTe
HEPCOHANBHBIX JaHHBIX, a TaKkKe oOydeHHe HaBbIKaM BBINOJHEHHUS IPOLEIYP.
HEoOXOAUMBIX I CAHKIHOHHPOBAHHOI'O WCIIONB30BAaHUS HHGOOPMALMOHHBIX CHCTEM
TIEPCOHATBHBIX AaHHBIX.

Pa6oTHHK HO/DKEH OBITh 03HAKOMJIEH ¢ HacTosAwmel [lonnTukoH, ycTaHOBICHHBIMH
mpolleaypamMH paGoTH ¢ dIeMeHTaMH MHGOPMAIHOHHON CHCTEMEI MIEPCOHANIBHBIX JAHHBIX
¥ CHCTEMOH 3aIlUThI NEPCOHATBHBIX JaHHBIX.

PabotHukH VYupexneHus, HCIOJIE3YIOINIE TEXHUYECKUE CpeacTBa
ayTeHTU(HUKAIHH, TOJDKHEI 06eCeYMBaTh COXPAHHOCTH IIEPCOHATBHBIX HACHTUGHKATOPOB
(3MIEKTPOHHBIX KIFOUEi) W He AOIYCKaTh HECAHKIIMOHUPOBAHHBIA NOCTYI K HUM, a TaK Ke
BO3MOJKHOCTh HX yTEpH HJIM WCIOJIB30BAaHHA TPETBMMH juunamu. Ilonb3oBaTeld HECyT
IEPCOHATBHYIO OTBETCTBEHHOCTD 33 COXPAHHOCTh HICHTHQUKATOPOB.

Pa6GotHukn VYpexIeHHs HODKHBI CIEJOBaTh YCTAHOBIEHHBIM IPOLEIypaM
NOUICP)KAHMA pPeXHUMa 0e30macHOCTH IIEpPCOHANBHBIX NAHHBIX IIPA  BeIOOpe H
VICIIOJIb30BAHAH IIapoJiet (€CM He HCMOMB3YIOTCSA TEXHUIECKHE CPECTBA HICHTA(HKAIHH
U ayTeHTHUKaIuH).

PaGoTHukH YupexaeHHs OODKHBI OOeCHeudBaTh HAUICHKAIMYIO  3aIHTY
060pyIOBaHKsA, OCTaBIAEMOro 0O€3 MNPHCMOTpa, OCOOCHHO B Tex Ciydasx, Koria B
IIOMEIeHre UMEIOT JHOCTYIl HOCTOPOHHMe Jmma. Bee mosb3oBaTeny HHPOPMAMOHHOH
CHCTEMBI IEPCOHANBHBIX JAHHBIX JOIDKHBI 3HATh TpeboBaHHMA 1o 6e30IacHOCTH
IePCOHATBHBIX JAHHBIX M TPOLEAYPHl 3alMTHl OOOpYNOBAHMA, OCTaBIEHHOTO 0e3
IPUCMOTPA, & TAKXKE CBOH 00S3aHHOCTH 110 00ECTICUCHHIO TaKOH 3aIlUTHL.

PaGoTHHKaM  3ampelmaercss  yCTaHABIMBATh  IMOCTOPOHHES  IIPOrpaMMHOC
obecIeuenre, IOIKIIOYaTh JTHYHEIE MOOHIIBHBIE YCTPOMCTBA M HOCHTENN HH(OPMAIIHH, a
TaK K¢ 3alMCHIBATH HA HHUX 3allHIaeMyI0 HHGOPMAITHIO.

PaGoTHHKaM 3ampemaercss pasrjialaTh 3allUIIacMylo HHOpMAIHIo, KOTOpas
CTajia UM M3BECTHA B CHITY BLIOJIHEHUSA UMU CBOHX JODKHOCTHBIX OOA3aHHOCTEH.

IIpu pabore ¢ NEPCOHATBHEIME JAHHBIMA B HMH(QOPMALMOHHOH CHCTEMe
IIEpCOHANBHBIX J@HHBIX DPAaGOTHHKH YYpEeXAeHHS O00f3aHBI HCKIIOUUTH BO3MOKHOCTE
IpPOCMOTpa IEPCOHAIBHEIX JAHHBIX TPETBUMH JIMIAMH C MOHHTOPOB 00BEeKTOB
BBIYHCITATEILHON TEXHHUKH.

ITpu 3aBepiieHHH PaGoOTHI ¢ HHMOPMAIMOHHON CHCTEMOH MEPCOHANBHBIX AaHHBIX
pabOTHUKA O0s3aHbl 3allUTHTh OOBEKTHI BHMHUCIUTEIPHOM TEXHHKH C ITOMOMIBIO
GJIOKMPOBKH KJIOYOM WM OKBHBATEHTHOTO CPENCTBA KOHTPOJIL, HAIPUMED, IOCTYIIOM IIO
apoJIIo, eCiIA He HCIOMNB3YI0TCs 6oJiee CHIbHbIE CPE/ICTBA Al ThL.

PaGoTHUKE YHUpexIeHHsS HOJDKHEI OBITH HPOMH(pOpMHpOBaHBL 00 yrpo3ax
HapylleHHus: peXrMa Ge30IIaCHOCTH NEPCOHANBHBIX JAHHBIX M OTBETCTBCHHOCTH 3a €ro
Hapymenne. OHH JOKHBI OHITH O3HAKOMIEHBI C  yTBEPXACHHOH bopMasbHOH
Iponeaypoli HaloKeHHs IHCIMINTMHAPHBIX B3bICKAHWH HA PabOTHHKOB, HApYIAMOMIHX
IPUHSATHIE MOJUTUKY H IPOLEAYpPBI 6€30IaCHOCTH NEPCOHATBHBIX AHHBIX.

PaboTHuKH 06s3aHBL 6e3 MpoMemTeHns cooOmars 060 Bcex HaOMIOAaCMBIX WIHA
TIOJIO3PUTENBHBIX CIydasX paboTel HHGOPMAIMOHHONE CHCTEMBI [IEPCOHANBHBIX NaHHBIX, 4
TaKkkKe O BBIIBJICHHBIX HMH COOBITHSIX, 3aTPardBalOIINX 0e30IacHOCTh MEPCOHATBHBIX
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JaHHBIX, PyKOBOJACTBY H JIMIY, OTB€YAIOMICMY 3a HEMCJICHHOC p€arnpoBaHHUEC Ha YI'PO3bI
Oe30macHOCTH IICPCOHAIbHBIX NAaHHBIX.

IX. Jlo/KHOCTHBIE 00SI3aHHOCTH I0JIb30BaTe el HHPOPMAIMOHHON CHCTEMBI
MEePCOHATBHBIX JAHHBIX

JIOJDKHOCTHBIE ~ OOSI3aHHOCTH — IOJIb30BaTened  HWHGOPMAMOHHONH  CHCTEMBI
ePCOHATBHBIX JAHHBIX ONKMCAHBI B CIEAYIOMMX JOKYMEHTaX:

- WHCTpyKIHS AIMHHACTpAaTOpa MHGOPMAIIMOHHON CHCTEMBI IIEPCOHATBHBIX
JTAaHHBIX;

- Huctpykmus Onepatopa HHQOPMAMOHHOW CHCTEMBI IIEPCOHATBHBIX
JAHHBIX.

X. OTBeTCTBEHHOCTH MOJIb30BaTe /el HHPOPMALMOHHOI CHCTeMbI
NepCOHATBHBIX JAHHBIX

B coorBercTBHM co cTathsmu 24 OenepanpHoro 3akoHa ot 27 mions 2006 r.
Ne 152-®3 «O mepcoHaIBHBIX TAHHBIXY» JIMIla, BHHOBHBIE B HapylleHHH TpeOOBaHHH
degepansHOro 3aKOHA, HECYT TPaXIaHCKYIO, YrOJOBHYIO, aJMUHHMCTPAaTHBHYIO,
JMCIMIUIMHAPHYI0O W HHYI0 IPeAyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoin
®denepaliuyl OTBETCTBEHHOCTS.

JleficTByromee  3akoHomarenbcTBO  Poccmiickoit — Pexmepanuu  IO3BOJSCT
IpeIbABIATE TpeOoBaHWS MO obecmedeHnIo O6e30IIacHOM paboTEl €  3aIIUINAEMOi
uHbOpMaIieli W TMpeaycMaTpHUBAcT OTBETCTBEHHOCTh 3a HaApyHIEHHE YCTaHOBJICHHBIX
npaBuI 3Kkciuryartaiua OBM u cucteM, HempaBOMEPHBIH JOCTYN K HHGOpMAallH, €CIIH 9TH
JCHCTBHS NPUBEIM K YHHYTOXKEHHIO, OJIOKHPOBAHHIO, MOAMGUKANUN HHGOPMAIUK HIM
HapyleHuio paboTel 9BM wmu cereii (crateu 272, 273 u 274 YK P®).

Ione3oBareny HHPOPMAIMOHHONH CHCTEMBI IEPCOHAIBHBIX [JaHHBIX HECYT
OTBETCTBEHHOCTh 3a BCE JEHCTBHA, COBEpPIIECHHBIE OT NMMCHH HMX YYETHBIX 3alUCeH HIH
CHCTEMHBIX Y4YETHBIX 3amuceif, ecliM He JoKasaH (aKkT HeCaHKIHMOHHPOBAHHOTO
HCTIONB30BAHAS YUECTHBIX 3aIIUCEH.

[lpu  wapymeHmsx  paGoTHHKamMum  YupexiaeHus - Ilojp3oBaTensiMu
HHOOPMAHOHHOM  CHCTEMBl  NEPCOHANBHBIX  JIAHHBIX  NIPaBWj, CBS3aHHBIX C
0€30I1aCHOCTBIO TIEPCOHANBHBIX JaHHBIX, OHH HECYT OTBETCTBEHHOCTH, YCTAHOBJICHHYIO
JEHCTBYIOMIUM 3aKOHOAATeIbcTBOM Poccuiickoit denepanun.

IlpuBe/ieHHbIe BBINE TPEOOBAHMA HOPMATHBHBIX JOKYMEHTOB IO 3aIlHUTe
UHQOPMANHK JIOJDKHBI OBITE OTPaKEHBI B JIOKAJIBbHBIX HOPMATHBHBIX U IPABOBBIX aKTax
YupexaeHus.
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XI. Choncok HCNOJb30BAHHBIX HCTOTHHKOB
Koncturynus Poccuiickoit @enepanmy;
Koncturymus Pecry6imxu Mapwii O,
Tpynosoii kogeke Poccuiickoit ®eaepannu;
Cemeiinbiii koaekc Poccuiickoil @enepanuu;
OenepanbHbi 3akoH oT 27 mromd 2006 r. Ne 152-®3 «O mepcoHambHBIX
JAHHBIX »; *

6. ITocranosnenue IlpaButensctBa Poccuiickoit denepanuu ot 15 ceHTIOps
2008 r. Ne 687 «O6 yrBepxuenuu Ilonoxenns o6 ocoGeHHOCTAX 00paGOTKH
MEPCOHANBHBIX JAHHBIX, OCYIIECTBILIEMON 0€3 HCIOIB30BAHUA CPEICTB ABTOMATH3AIAN »;

7. IlocranoBnenne llpaButenscTBa Poccuiickoit ®enepammn ot 1 HOAOps
2012 r. Ne 1119 «O6 ytBepxeHun TpeOOBaHMI K 3alUTe NEPCOHANBHBIX JAHHEBIX IIPH HX
06paboTke B MHPOPMAITMOHHBIX CHCTEMAaX NEPCOHANIBHBIX JAHHBIX»;

8. [Mpukaz @epcpatbHOH CIYXKOBI 1O TEXHUYECKOMY H OKCIOPTHOMY
koHTpomo oT 18 ¢eBpansa 2013 r. Ne 21 «O6 yrBepxnenun CocraBa M coaepiKaHUs
OpraHW3allAOHHBIX M TEXHHYECKUX Mep IO 00ecledeHuIo 0e30MacHOCTH MEePCOHATBHBIX
JAHHBIX TIPH KX 00paboTKe B MHPOPMAIMOHHBIX CUCTEMaX NEPCOHAILHBIX JAaHHBIX ),

9. BazoBas Mopens yrpo3 6€30macHOCTH NEPCOHATBHBIX JAHHBIX IIPH HX
o6paboTke B WHGPOPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX MAaHHBIX, YTBEpXKICHHAas
3amectuteneM aupekropa ®CTIK Poccun 15 dpeppans 2008 r.;

10. Meroauka ompenencHus aKTyalbHBIX Yrpo3 0€30IaCHOCTH MEepCOHATBHBIX
JIAHHBIX TpH HX 00paboTke B MHMOPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX,
yTBepxaeHHas 3aMmectutenieM qupekropa @CTOK Poccuu 14 deppans 2008 r.
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