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l. OnpenesieHus
B HACTOAIICM NOKYMCHTC HUCIIOJIB3YIOTCA CICAYIOIINC TCPMUHBI U UX OIMPCACIICHUS.
ABTOMATH3HMPOBAHHAsT 00padoTKa MNEepPCOHAJBHBLIX JaHHBIX — o00paboTka

IIEPCOHAIIBHBIX TaHHBIX C IOMOILBIO CPEICTB BBIUNCIUTEIIBHOU TEXHUKH.

Be3onacHOCTh NEePCOHAIBHBIX JAHHBIX — COCTOSIHUE 3aIUIICHHOCTH IIEPCOHAIBHBIX
JAHHBIX, XapaKTEepU3yeMOE CIIOCOOHOCTBIO I0JIb30BATENEC, TEXHUYECKUX CPEACTB U
MHPOPMALIMOHHBIX TEXHOJOIMH 00ecneuuTh KOH(QUAECHIHAIBHOCTh, LEJIOCTHOCTh U
JOCTYITHOCTh TIEPCOHANBHBIX JAHHBIX NMPU HX 00pabOTKe B MH(POPMALMOHHBIX CHCTEMax
[IEPCOHAJIBHBIX JTaHHBIX.

BiiokupoBaHWe mNepCOHATBHBIX AAHHBIX — BpPEMEHHOE TpeKpalieHne coopa,
CUCTEMAaTU3alu¥, HAKOILICHHUs, UCII0JIb30BaHUsA, PACIIPOCTPAHEHUs, IIEPCOHAIBHBIX JTaHHBIX,
B TOM YHCJIE UX IIEpelayu.

HJoctyn k uH(oOpManmuMm — BO3MOXHOCTh TOJMy4YeHUS HMHPOpMAIUd U ee
MCIIOJIb30BaHUS.
3amumaemass uHopmamusi — uHboOpManusA, SABISIOUIASCS — IPEIMETOM

COOCTBEHHOCTH W TMOJUIeXkAllasi 3allUTe B COOTBETCTBHH C TPEOOBAHHMSIMH IPABOBBIX
JOKYMEHTOB MJI TpeOOBaHUSMH, YCTAHABIMBAEMbIMU COOCTBEHHUKOM HH(pOpPMAIIHH.

NaenTudukanus — nprucBoeHne CyoObeKTaM U 00BbEKTaM JOCTyIa HIeHTH(PHUKATOpa U
(umM) CcpaBHEHHE TPEABABISIEMOTO HMJAEGHTH(QHUKATOpa € MEpeYHEeM MPUCBOEHHBIX
UICHTH(DHUKATOPOB.

NudopmanuonHass cucTeMa  NEPCOHATBHBIX JAHHBIX —  COBOKYIIHOCTb
coJepKammxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAaHHBIX M 00ECHEeUMBAIOMINX UX 00paboTKy
UH(POPMALIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

NudopmanuoHHasi TEXHOJOTHSI — IPOLECCHl, METOAbI MOUCKA, cOOpa, XpaHEHMS,
00paboTKH, MPEJOCTaBIECHUS, PACIPOCTPAHEHUSI MH(POPMALUU U CHOCOOBI OCYIIECTBICHUS
TaKHUX IPOLIECCOB U METOJIOB.

Hcrounnk yrpo3sl 0e30MacCHOCTH NEPCOHATBHBIX JAHHBIX — CYOBEKT JOCTYyIa,
MaTepHabHBI O0OBEKT WK (pU3HUECKOe SBIICHHE, SBISIONIMECS MPUYUHONW BO3HUKHOBEHUS
yrpo3bl 0€30MaCHOCTH NEPCOHANIBHBIX JTaHHBIX.

KonTposimpyemasi 30Ha — HOpOCTPaHCTBO (TEPpUTOpHUSA, 3[JaHUE, YaCTh 3HaHMUS,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMpPyeMoe MpeObIBaHNe MOCTOPOHHUX JIUI], a
TaK)K€ TPAHCHOPTHBIX, TEXHUUYECKUX U MHBIX MaTEPUAJIbHBIX CPEJICTB.

KonpuaeHunajJlbHOCTh NEePCOHAIBHBIX JAHHBIX — 00s3aTeIbHOE A COOJIIOICHUS
OIepaTOPOM WJIM MHBIM MOJIYUYUBIIUM JIOCTYI K MEPCOHAIBHBIM JaHHBIM JIMLIOM TpeOOBaHUE
HE paclpoCTpaHATh UX 0e3 coryiacusi CyObeKTa MepCOHANBHBIX JAHHBIX WM HAJIMYHUS UHOTO
3aKOHHOT'O OCHOBaHUSI.

Hapymmreasr 06e30nacHOCTH NepPCOHANBHBIX [JaHHBIX — (U3HUECKoe JIHILIO,
CIIy4ailHO WJIM TpeJHaMEpPEHHO COBEpIIaollee ACUCTBUS, CIEICTBUEM KOTOPBIX SIBISETCS
HapyleHHe Oe30MacHOCTH TMEePCOHAIBHBIX JaHHBIX NpPU HMX O00pabOTKEe TEXHUYECKHMHU
CpeCTBaMU B MH(POPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JAHHBIX.

HecanKnumoHNpOBaHHBIN 10CTYN (HECAHKIIMOHMPOBAHHBIE NeHCTBUSA) — JIOCTYI K
uHboOpMall WIM JEUCTBUSA ¢ HH(OpManMen, Hapyllaollde IMpaBWia pa3rpaHUUYCHUs
JIOCTYNa C HCHOJb30BAHUEM IITATHBIX CPEACTB, MNPEIOCTABISAEMBIX HH(POPMALMOHHBIMU
CUCTEMaMHU MEePCOHAIbHBIX TAHHBIX.

Hocurteas mndopmanmm — ¢usnyeckoe JULO WIM MaTepHalbHBIE OOBEKT, B TOM
yhcie (Qu3ndyeckoe Mojie, B KOTOpOM HHGOpManus HAXOIUT CBOE OTpPaXEHHE B BUIE
CHUMBOJIOB, OOpa30B, CHTHAJIOB, TEXHMYECKMX PELICHUH W MPOIECCOB, KOJIMYECTBEHHBIX
XapaKTepUCTUK (PU3NUYECKUX BEJIMYMH.

OO0e3IMuMBaHue NEPCOHAJIBHBIX JAHHBIX — JACHUCTBUS, B PE3YJIbTAaTE KOTOPBIX
HEBO3MOKHO OIPENEIUTh MPUHAIIEKHOCTh EPCOHATIBHBIX JTAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JaHHBIX.



4

OO0padoTka mepcOHAJBHBIX JdaHHBIX — JF00Oe JeiicTBue (omepanus) WK
COBOKYIIHOCTb  JI€WCTBUH (omepaiuii), COBEpIIAEMBIX C HCIOJb30BaHUEM CPEJICTB
aBTOMAaTH3allMu WK 0e3 HUCHOJb30BaHUS TAaKUX CPEICTB C MEPCOHAIBHBIMHU JaHHBIMHU,
BKJItOUasi cOOp, 3aMuch, CHCTEMATH3aIMIO, HAKOIUICHUE, XpaHEeHUE, YTOUYHeHHE (OOHOBIICHUE,
M3MEHEHHUE), U3BJICUCHHE, HCIIOJIb30BaHUE, IMepeaadyy (pacnpocTpaHeHue, MpeaoCTaBlIeHUE,
JOCTYIT), 00e3TUYUBAHKE, OJIOKUPOBAHKE, YIAICHUE, YHUITOXKCHHUE MEPCOHATBLHBIX TaHHBIX.

O0beKT BBHIYHCJIANTEJbHON TEXHHKHU — CTAlMOHAPHBIN WU TOJIBUXKHBIA OOBEKT,
KOTOPBIA  MpeACTaBisieT CcoOOM  KOMIUIEKC  CpPEJICTB  BBIUMCIUTEIBHOM  TEXHHUKH,
Mpe/IHa3HAYeHHBIA JJIs BBIMOJIHEHUs OmpejesieHHbIX GyHKIu o6paboTtku mHpopmanuu. K
O0OBEKTaM  BBIUMCIUTEIBHOW TEXHHKH OTHOCITCS ~ aBTOMAaTHU3WPOBAHHBIE  CHCTEMBI,
aBTOMAaTHU3HpPOBaHHBIE pabouyne MecTa, HHPOPMAIIMOHHO-BBIUYNCIUTEIbHBIC LIEHTPBI U APYTUE
KOMIUIEKChI CPEJICTB BBIUMCIUTEIHHOM TeXHMKH. K 00OBEKTaM BBIYHCIUTEIBbHON TEXHUKU
MOTYT OBITh OTHECEHBl Tak)K€ OTAENbHbIE CpPEACTBA BBIUMCIUTEIBLHOM TEXHUKH,
BBITIOJTHSIOIITNE CAMOCTOSATENbHBIC (YHKITMH 00padO0TKH HH(OPMAIINH.

Onepartop nepcoHANBLHBIX JAHHBIX — TOCYAAPCTBEHHBIH OpraH, MYHUIIUNAIbHBIN
OpraH, IOPUJAMYECKOE WU (U3UYECKOE JHUI0, CAMOCTOSTECILHO MM COBMECTHO C JIPYTHMH
JTUIAMH OpPTaHM3YIoIIKMe U (WIH) OCYHIECTBIAIOIMINE OO0pabOTKYy MEepCOHANbHBIX JAHHBIX, a
TaK)Ke OIpPEICIAIONINe e 00pabOTKH TEPCOHAIBHBIX JAaHHBIX, COCTaB IEPCOHATBHBIX
JTaHHBIX, MOUIekKAIUX 00paboTKe, AeMCTBUS (ONEepalrn), COBEPIIAeMbIE C MEPCOHATBHBIMU
JTAHHBIMHU.

IlepconajbHble JaHHbIE — J1I00as HHGOPMAIUs, OTHOCAIIASCS MPSIMO MM KOCBEHHO
K OINpeAeNiCHHOMY WM OmpeaeiseMoMy (Qu3ndecKoMy JHIYy (CYOBEKTY IepCOHATBHBIX
JAHHBIX ).

IHonb3oBaTenb MHGPOPMANMOHHON CHCTEMbI NEPCOHAIBHBIX JAHHBIX — JIUIIO,
y4acTByIoOIlee B (PYHKIIMOHUPOBAHUU HH(POPMAIIMOHHOW CUCTEMBI MEPCOHATIBHBIX JaHHBIX
VI UCTIOJIB3YIONIEE Pe3yIbTaThl €€ (DYHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHnyeHusi J0CTYNAa — COBOKYIMHOCTb MPABHII, pEriaMeHTHPYIOIINX
IpaBa JI0CTyna CyObeKTOB JJOCTyIA K 00BEKTaM JIOCTYIIA.

IIpenocraB/jieHne NEPCOHANbHBIX JAAHHBIX — JCHCTBHS, HalpaBlIeHHbIE Ha
pacKphITHE IIEPCOHAIBHBIX JaHHBIX ONPEACICHHOMY JIMIY HUIH OIPEACICHHOMY KPYTy JIHLIL.
IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3JeiicTBHE -

HECaHKLMOHUPOBAHHOE BO3JIEHCTBUE HA PECYpChl aBTOMAaTH3MPOBAHHOM MH(POPMAIMOHHOMN
CUCTEMBI, OCYILECTBIIIEMOE C UCIIOIB30BAHUEM BPEIOHOCHBIX IIPOrPAMM.

PacnpocTpanenue mnepCcOHAJILHbIX [JAHHBIX — JCHCTBUS, HaNpaBJICHHbIE Ha
PACKpPBITHE IEPCOHANBHBIX TAHHBIX HEONPEIEICHHOMY KPYTy JIULI.
Pecypc wuHpopManmoHHOW cHCTEMBbI — HMEHOBAHHBIM 3JIEMEHT CHUCTEMHOTO,

MNPUKIIAAHOTO WK alllapaTHOTo obecneueHUs q)YHKL[I/IOHI/IpOBaHI/IH HH(l)OpMaHHOHHOﬁ
CUCTCMBI.

Cucrema 3alIUTHI NEPCOHAJIBHBIX JAHHBLIX — COBOKYIIHOCTH OpPraHOB H (I/IJ'II/I)
I/ICHOJIHHTGHGIZ, I/ICHOJ'II)?;yeMOI\/’I UMH TCXHHUKHU 3alIHUThI I/IH(bOpMaIII/II/I, a TaKXKe O6’B€KTOB,
OpraHu3oBaHHasA H q)YHKI_[I/IOHI/Ip}IIOH_[aH no 1MmnpaBujiaM HW HOpMaM, YCTAHOBJICHHbBIM
COOTBCTCTBYIOIIITMMU JOKYMCHTaAMH B obnactu 3aIl0UTEI ICPCOHAJIBHBIX JAHHBIX.

CpeacrBo kpunrorpaguyeckoi 3amuTbl HMHOPMALMU — CPEICTBO 3aLIUTHI
uH(popMallvK,  peanu3ylollee  alrOpUTMbl  Kpunrorpapuyeckoro  mnpeoOpa3zoBaHUs
uHpopMaluu.

Cy0beKkT nocryna — JIMIO WM TpOIecC, JAEUCTBUS KOTOPOTO PErJaMeHTHPYIOTCS
IIpaBWJIaMHU Pa3TpaHUYEHNUs JOCTYTIA.

Cy0beKTbl MNepCOHAJbHBIX [JAHHBIX —  PAOOTHUKH YUpeKIeHUs, TpaxaHe
(mosyuaTenu), oOpaTuBIIMECs B YUpeKACHUE 32 OTYYCHUEM MEp COLMAIbHON MOJACPKKH U
JApYrHe JIALA.



TexHuuyeckuid KaHajd YyTedykn HUHPOPMAUMH — COBOKYIIHOCTb HOCHTEJNS
uHpopmanuu  (cpeacrBa  o0paboOTKM),  (U3MYECKOH  cpembl  PacHpOCTpaHEHUs
MH(POPMATUBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMU 1OOBIBAETCS 3aluinaeMasi HH(GOpMarusl.

Texnuyeckue cpeacrsa MHGOPMAIMOHHON CHCTEMbl NEPCOHAIBbHBIX JAHHBIX —
CPEeICTBA BBIUUCIUTEILHONW TEXHUKHU, HH(OPMALIMOHHO-BBIYMCIUTEIbHbIE KOMITJIEKCHI M CETH,
Cpe/CTBa U CUCTEMbI Iepeaauu, npueMa U 00pabOTKU NMEPCOHANBHBIX JAAHHBIX (CPEACTBA U
CUCTEMBl  3BYKO3AIlUCH, 3BYKOYCWJICHHMs, 3BYKOBOCIPOM3BEIEHUS, IIEPErOBOPHBIE W
TEJIEBU3UOHHBIE YCTPOMCTBA, CpPEICTBA W3TOTOBIEHUS, TUPAKUPOBAHUSA JIOKYMEHTOB U
Jpyrue TeXHUYeCKue cpeacTtBa oOpabOTKM pedeBoil, rpaduyeckoi, BuAeo- U OyKBEHHO-
mudpoBoil MH(pOpMAIMK), MPOrpaMMHBIE CpPEICTBA (OMEpPAIIOHHBIE CHUCTEMBI, CHCTEMBI
ynpaBiieHus: 0a3aMM JaHHBIX W T.I.), CPEACTBa 3allUThl HMH(pOpPMAIMU, MPUMEHSEMblE B
UH(POPMALIMOHHBIX CHCTEMAX.

Yrpo3sl 0€30aCHOCTH MEPCOHANBHBIX [JAaHHBIX — COBOKYIIHOCTb YCIIOBUH U
(akTOpOB, CO3AAIOIIMX OMACHOCTh HECAHKIMOHHMPOBAHHOTO, B TOM YHCJE CIIy4ailHOTro,
JIOCTyNa K IEPCOHAJIBHBIM JaHHBIM, PE3YJbTaTOM KOTOPOTO MOYKET CTAaTh YHMUYTOKEHUE,
U3MEHEeHHEe, OJIOKMPOBAaHUE, KOMHMPOBAaHUE, PACIPOCTPAHEHUE INEPCOHAIBHBIX JAHHBIX, a
TaKKe HMHbBIX HECAaHKI[MOHUPOBAHHBIX NEHCTBUH mpu HUX 00paboTke B HH(DOPMALMOHHON
CUCTEME [IEPCOHAIbHBIX JIaHHBIX.

YHHYTOKEHHE NEPCOHAJBHBIX [JaHHBIX — JCHCTBHUS, B pE3yiabTaTe KOTOPBIX
HEBO3MO)XHO BOCCTAHOBHTH COJAEp)KaHUE TMEPCOHANBHBIX JaHHBIX B HWH(OPMAIMOHHON
CUCTEME NEPCOHAIBHBIX JAHHBIX WJIN B PE3Yy/IbTaTe KOTOPHIX YHUUYTOXKAKOTCS MAaTepUaAJIbHbBIE
HOCHUTEJH NEPCOHATIbHBIX IaHHBIX.

VYreuka (Bammmaemoil) wuHGopManuMM 1O TEXHHYECKHM KaHAaJaM  —
HEKOHTPOJIMPYEMOE pacipoCTpaHeHrne HH(POPMAIIH OT HOCUTEJIS 3alUIaeMOi HH(OpMaIHK
yepe3 (U3MUECKYI0 Cpely J0 TEXHUUYECKOro CpeICTBa, OCYLIECTBISIOIIEIO IepexBar
uH(pOopMaLUH.

IesocTHOCTH MHGOPMANMU — CIIOCOOHOCTb CPEJCTBA BBIYMCIUTEIBHOM TEXHUKU
WIA aBTOMATH3MPOBAHHOW CUCTEMBI 00ECTIeYMBaTh HEU3MEHHOCTh HH(POPMALIUU B YCIOBHSIX
CJIy4aifHOTO W/MJIU MpeIHaMEPEHHOI0 UCKaKeHUs (pa3pyLIeHUs).

1. Beenenue

Hacrosimas Ilonutuka 6e30macHOCTH NEPCOHANBHBIX JIaHHBIX, 00pabaThIBaeéMbIX B
MH(OPMALIMOHHBIX CUCTEMax nepcoHaldbHbIX JaHHBIX ['KY PMDO «llentp connonnepxxku B
3BEHUTOBCKOM paiione» (manee — IlonuTuka), sBisercss oQUIMATIBHBIM JOKYMEHTOM H
pazpaboTaHa B COOTBETCTBUM C LEJAMM, 3aJadyaMd M [OPUHLIMUIAMU OOecreueHus
0€30IaCHOCTH  MEPCOHATBHBIX JAHHBIX M3NOKeHHbIX B Konnenuum Oe3omacHocTH
NEPCOHAIBHBIX JaHHBIX, 00padaThiBa€MbIX B HMH(OPMAIIMOHHBIX CHCTEMax IE€PCOHAIbHBIX
nanHeix ['KY PMD  «lentp coumoaaepXku B 3BEHUTOBCKOM paiioHe» (nanee —
YupexaeHue).

B Tlonutuke onpeneneHsl TpeOoBaHUs K pabOTHUKaM YUpexXIEHHs, CTEeNeHb
OTBETCTBEHHOCTH PaOOTHHUKOB, CTPYKTypa U HEOOXOJUMBIN YPOBEHb 3alUIIEHHOCTH, CTATYC
U JIOJDKHOCTHBIE O0SI3aHHOCTH pAaOOTHHMKOB, OTBETCTBEHHBIX 3a oOecreuyeHue Oe30M1acHOCTH
NEPCOHAIBHBIX JaHHBIX B HMH(POPMAIMOHHBIX CHCTEMAax IEPCOHAJIBHBIX  JIAHHBIX
YupexneHus.

1. O01Me moJoKeHus

Lenbto Hactosmen Ilonutuku sBnsercs obecriedeHne 6€30MacCHOCTH MEePCOHAIBHBIX
JMAHHBIX YUpexXJeHUs OT BCeX BHUIOB Yrpo3, BHEUIHMX M BHYTPEHHMX, YMBIIUIEHHBIX WU
HenpeHaMepeHHbIX, MUHIMHU3ALUs yiiepoa oT BO3MOXKHOU peann3annu yrpo3 0e30nacHOCTH
MEPCOHAIBHBIX JaHHbBIX.

be3onacHOCTh  NEpPCOHANBHBIX  JAHHBIX  JIOCTMTAeTCsl  IYTEM  MCKIIIOYEHUs
HECaHKIIMOHMPOBAHHOTO, B TOM YHCJI€ CIY4alHOrO, JOCTyNa K NEPCOHAIbHBIM JaHHBIM,
pe3yiabTaTOM KOTOPOI'O MOXKET CTaTh YHMUYTOXXEHHE, HW3MEHEeHHe, OJOKHpOBaHUE,



KOIMPOBAaHME,  PAcCOpOCTPaHEHUE  MEpPCOHAIBHBIX  JaHHBIX, a  TaKkKe  HMHBIX
HECAHKIIMOHUPOBAHHBIX JICUCTBHIA.

Wndopmaniia U cBs3aHHbIE C HEH pecypchbl JODKHBI OBITH JOCTYIHBI TOJBKO JIJIS
aBTOPHU30BAaHHBIX MOJb30BaTeNed. B MH(pOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TAaHHBIX
JOJHKHO OCYILECTBIISITHCSI CBOEBPEMEHHOE OOHApY>KEHUE YIpo3 U pearupoBaHUE HA YrpO3bl
0€30MMacCHOCTH MePCOHATBHBIX TAHHBIX.

B unbopMalmoHHBIX cHUCTEMaxX MEPCOHANbHBIX HaHHBIX HEOOXOIMMO HCKIIOUYUTh
BO3MOXKHOCTh  MPETHAMEPEHHBIX  WJIA  CIIy4alHbIX,  YaCTUYHBIX  WJIM  TOJHBIX
HECaHKIMOHUPOBAHHBIX MOAU(PUKAIUHN HIIM YHUUTONKEHUS TaHHBIX.

[lepeueHp nepcoHaNbHBIX JAHHBIX, MOJUIEKAIIUX 3alUTe, onpeaeneH B llonoxxenun
00 oO6paboTke nepcoHanbHbIX AaHHBIX B [ KY PMD «lleHTp conmnoanepxku B 3BEHUTOBCKOM
parioHe».

V. CucreMa 3alIUTHI EPCOHATBHBIX JAHHBIX

Cucrema 3alUThl IEPCOHAIBHBIX JAHHBIX CTPOUTCSI HA OCHOBAHUU:

— Ilepeuns nepcoOHaNbHBIX TaHHBIX, OJICKALUX 3AIIUTE;

—  Ilepeuns nHGOPMAIMOHHBIX CUCTEM MEPCOHATBHBIX JTAHHBIX;

— AKTa ompeneneHuss YpOBHS 3alllMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX MPH HX
00paboTke B MHGOPMAITMOHHOHN CHCTEME TICPCOHABHBIX JaHHBIX;

— YacTHOli MOJIeNH YIpO3 U HApYIIUTEN 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX;

— TlonosxeHus o pa3rpaHUYeHHUH MPaB JIOCTyIA K 00pabaThIBa€MbIM MEPCOHATBHBIM
JAHHBIM;

—  PyxoBogsamux gokymentoB ®CTOK Poccun u ®Cb Poccuu.

Ha ocHOoBaHMM STHUX JOKYMEHTOB ONpENENAETCs HEOOXOAUMBIH  YPOBEHb
3alIMIICHHOCTH  TEPCOHANBHBIX  JAHHBIX B  KaXA0H HWH(MOPMALMOHHOW  cHUCTEME
MEPCOHANBHBIX  JIAaHHBIX  YupexacHus. [ kaxmaod WHOOPMAIMOHHOH  CHCTEMBI
MEPCOHANBHBIX JAHHBIX JOJDKEH OBITh COCTaBJICH CIHHCOK HCHOJIB3YEMBIX TEXHHUYECKUX
CPEICTB, a TAK)KE NMPOTrPaMMHOI0 00€CIeYeHHs YIacTBYIOLET0 B 00pabOTKE MMEePCOHATbHBIX
JAHHBIX, TOJIEKAIINX 3allUTE.

B 3aBucumMocTM OT ypOBHA 3alIUMIICHHOCTH TIEPCOHAJIBHBIX  JIAHHBIX B
MH(OPMAIIMOHHON CHUCTEME MEPCOHANBHBIX JAHHBIX U aKTyalbHBIX YIpO3, CUCTEMa 3aIIUThI
MEPCOHAIBHBIX JTAHHBIX MOXXET BKJIIOYATh CIEAYIOIMHNE TEXHUYECKHE M MPOTrpaMMHEIE
cpencTBa:

—  aHTHUBHUPYCHBIE CPEJCTBA JIsl OOBEKTOB BHIYUCIUTEIILHONU TEXHUKH;

—  CpEeICTBa MEXKCETEBOr0 3KPaHUPOBAHMUS;

— cpenctBa  kpuntorpaduyecko  3amuThl  WHGOpMalMU, TpU  Tepeaade
3aIUIIaeMoi HHPOpPMAIIUH 110 KaHAJIaM CBSI3H.

Tak ke B CHUCOK JOJKHBI OBITh BKIIIOUEHBI (DYHKIIMM 3alIUThI, 00€CIIeYnBaeMbIe
MITAaTHBIMH ~ CpEACTBAaMH  WH(GOPMAIMOHHONW  CHUCTEMbl TEPCOHANBHBIX  JIaHHBIX U
OTEPAlIMOHHBIX CHCTEM, MPUKIAJHBIM MPOTPAMMHBIM OOECIEYEHHEM W CHEIHATbHBIMU
KOMIUIEKCaMH, peaTu3yIOIUMH CpeacTBa 3amuThl. CHUcOK (YHKIMNA 3alIMTHl MOKET
BKJIIOYATh!

—  yOpaBJIEHHUE JOCTYINOM U pa3rpaHUYEeHHE I0CTYIA MOJIb30BATENEH;

—  pErucTpainuio M yyeT JelcTBuil ¢ nHpopMalmei;

— obecrniedyeHue LEIOCTHOCTH JaHHBIX;

—  oOHapyXeHHe BTOP)KEHHI.

CHHCOK UCTIONB3YEMBIX CPEACTB JOJIKEH MOJIEPKUBATHCSA B AKTyaJIbHOM COCTOSIHUH.
Bce wu3MeHeHHs cocTaBa CHCTEMbI 3allMThl IEPCOHAIBHBIX JAaHHBIX MM JJIEMEHTOB
WH(OPMALIMOHHBIX CHUCTEM TEPCOHAIBHBIX JAHHBIX JIOJDKHBI OBITH COTJIACOBAaHBI  C
AMUHUCTpAaTOPOM HH(OPMALIMOHHON O€30MacHOCTH.



V. TpeboBaHus K MOACHCTEMAM CHCTEMbI 321U THI NEPCOHATbHBIX JaHHBIX

Cucrema 3alIMTHI TIEPCOHANBHBIX JAHHBIX BKIIIOYACT B ce€0s1 CIIEAYIOIINE OICUCTEMBI:

—  YOpaBJICHUS JOCTYIIOM, PETUCTPALIUH U yUETa;

— o0ecrniedyeHus HEIOCTHOCTH U IOCTYITHOCTH;

—  aHTUBUPYCHOM 3alIUTHI;

—  MEXCETeBOT0 KpPaHUPOBAHMUS,

—  a”aJu3a 3alluIIeHHOCTH;

—  oOHapyXeHHsI BTOPKEHU;

—  KpunTorpaduyecKkoil 3aluThI.

[ToncucreMbl CHUCTEMBI  3alIUTHl  MEPCOHAIBHBIX JIAHHBIX HMEIOT  pa3IMYHbII
(GyHKIIMOHAT B 3aBUCHUMOCTH OT YPOBHSI 3alllMIIEHHOCTH IEPCOHAJBHBIX JIAHHBIX MPU HX
00paboTke B MH(YOPMALMOHHOW CHCTEME MEPCOHAIBHBIX JaHHBIX, ONMPENEICHHOTO0 B AKTE
OmpefieNieHUs ypOBHS 3alUIIEHHOCTH TEPCOHAIBHBIX JAaHHBIX MpH HUX 00paboTke B
UH(POPMALIMOHHOMN CUCTEME TIEPCOHANIBHBIX JaHHBIX.

5.1 IloacucreMbl ynpaBJieHHs J0CTYIIOM, PETHCTPAIlUM U y4eTa

[loncucrema ynpaBiaeHUs AOCTYNOM, PETUCTPALlMM M y4eTa MpedHa3HaueHa JUIs
peanu3anuu ciaeayrmmux GyHKIU:

—  HIeHTU(UKAUK W TIPOBEPKU TOJIMHHOCTH CYOBEKTOB JIOCTyNa MpPU BXOJAE B
MH(POPMALMOHHYIO CUCTEMY ITEPCOHABHBIX JTAHHBIX

—  WAeHTU(UKAIMKU TEPMUHAIIOB, y3JIOB CETH, KaHAJOB CBSI3U, BHEIIHUX YCTPONCTB
M0 JIOTUYECKUM HMEHAM;

—  HAeHTU(DUKAUHN TIPOTPaMM, TOMOB, KaTaJIOTOB, (aiiioB, 3aMucei, MmoJei 3anucen
110 UMEHAM;

—  peructpanuu Bxoja (BbIX0Jla) CYObEKTOB JIOCTYIA B CUCTEMY (K3 CHCTEMBI), THOO
PErUCTpaluy 3arpy3KH U MHUIMATU3AINH ONEPallMOHHON CUCTEMBI M €€ OCTaHOBA;

—  pETUCTpaIMH TOMBITOK JOCTYyINa MPOTPAaMMHBIX CPEICTB (IIPOrpamm, MPOLECCOB,
3a/1a4, 3a/laHuil) K 3alUIaeMbIM (aiinam;

—  perucTpanuu MOMbITOK AOCTYIa MPOrpaMMHBIX CPEACTB K TepMHUHAIaM, KaHallaM
CBSI3HU, pOTrpaMMaM, TOMaM, KatajoraM, Qainam, 3arucsam, moJisiM 3anucei.

[Toncucrema yripaBiieHHs JOCTYIIOM MOKET OBITh PealM30BaHa C MOMOIIBIO MTATHBIX
CpeAcTB 00pabOTKU MEPCOHANBHBIX JJAHHBIX (OMEpallMOHHBIX CUCTEM, IpuiiokeHui). Tak e
MOXET OBITh BHEIPEHO CHENHaTbHOE TEXHHYECKOE CPEICTBO WM WX KOMIUIEKC,
OCYILECTBIISIOLINE JIOTMOJHUTENIBHBIE MEPhl MO ayTeHTU(UKAMU U KoHTposto. Hampuwmep,
NpUMEHEHHE €IUHBIX XPAaHWJIHIL YYETHBIX 3aliCcel IO0Jb30BaTeNiell W PEerucTpanuoOHHON
UH(pOPMaLINH, UCIIOIB30BaHUE OMOMETPHUUECKUX U TEXHUYECKUX (C MOMOUIbIO 3JIEKTPOHHBIX
IIPOITYCKOB) MEP ayTEeHTU(PUKAIIMH U JPYTUX.

5.2  Tloacucrema odecrieyeHHUsI LEJTOCTHOCTH U JOCTYITHOCTH

[loncucrema oOecnedyeHHs LEIOCTHOCTM M JOCTYHHOCTH IpelHa3HayeHa s
o0ecreyeHns LEJOCTHOCTH M JOCTYHHOCTH NEpPCOHANbHBIX JaHHbBIX, HPOTPaMMHBIX U
anrmapaTHbBIX CPEeCTB MH(POPMAITMOHHBIX CHCTEM NEPCOHANBHBIX JAaHHBIX Y UpEeXKIICHHUs, a TaK
e CPEJICTB 3alUThI, TP CITy4alfHOW WIIM HAaMEpeHHON MoaAn(UKaIUH.

[loncucrema peanmusyeTcss € IOMOIIBIO OPraHU3ALMU PE3EPBHOTO KOMHPOBAHUS
oOpabaTbIBaeMbIX JaHHBIX, a TaK »J>K€ pE3epPBUPOBAHUEM  KIIIOYEBBIX  HIIEMEHTOB
WH(POPMAIIMOHHBIX CHCTEM MTePCOHATBHBIX TAHHBIX.

53 Ioacucrema aHTUBUPYCHOM 3N THI

[Momcucrema  aHTHBHPYCHOM — 3allUTBl  TpeAHA3HAYeHAa Ui OOeCIedeHUs
AQHTUBHUPYCHOM 3aIIUTHI O0BEKTOB BEIYMCIUTEILHON TEXHUKH Y UpexkKICHHS.

CpencTBa aHTUBUPYCHOM 3alllUTHl TPEIHA3HAYCHBI U peaTU3alliil  CIIETYIOIINX
byHKUIMA:

—  PE3HUJIECHTHBI aHTUBHUPYCHBI MOHUTOPHHT;



—  aHTUBUPYCHOE CKaHUPOBAHUE;

—  CKpUNT-0JIOKUPOBAHUE;

—  LEHTpaJIM30BaHHAas/yAaJeHHAas  yCTAHOBKA/IEMHCTAUIALUS  AHTUBUPYCHOTO
NPOAYKTa, HACTPOHKa, aIMHHUCTPUPOBAHHE, IPOCMOTP OTYETOB M CTAaTUCTHYECKOU
nHpopMaIuu 1Mo padboTe MPOAYKTa,

—  aBTOMATHU3MPOBAHHOE OOHOBJICHHE AHTUBUPYCHBIX 0a3;

— OrpaHMYCHHE INpaB TOJH30BATENS HA OCTAHOBKY WCHOJHSIEMBIX 331a4 U
M3MEHEHHS HACTPOEK aHTHUBHPYCHOT'O IPOTPAMMHOTO 00ECTIeUeHHS;

—  aBTOMATHUYECKHUU 3aIlyCK cpa3y MOCie 3arpy3Ku ONeparioHHON CHCTEMBI.

[loncucrema peanu3yeTcss IMyTeM BHEOPEHUS CIELUAIbHOTO AHTUBHUPYCHOTO
MPOrPaMMHOTO0 OOECIIEYEeHUsI BO BCE 3JIEMEHTHI MH(POPMALMOHHBIX CHUCTEM IEPCOHAIBHBIX
JAHHbBIX.

54  TloacucTreMa MeKCeTEBOI0 IKPAHHPOBAHUSA

[loncucTtemMa MEXCETEBOTO OJKPAaHUPOBAHMS MpeAHA3HAuYeHa I peaju3aluu
CIIEYIOIINX (PYHKITHIA:

—  (unpTpanuu oTKpeITOrO M 3amu@poBaHHOro (3aKpeiToro) IP-Tpaduka;

— (¢uKcanuy BO BHYTPEHHUX JKypHaiIax WHOOPMAIUU O TPOXOMISIIEM OTKPBITOM U
3akpbiToM [P-Tpaduke;

— wuaeHtudukanuu W ayTeHTUPUKAMK AJMUHHCTpaTopa HWHGOPMALMOHHON
0e30macHOCTH WM AJIMHHHCTpaTopa WH()OPMALMOHHOW CHCTEMbI MEPCOHATBHBIX JaHHBIX
IIPH €T0 JIOKABHBIX 3aIpocax Ha JIOCTYII;

— peructpauuu  Bxoaa  (BbIXoAa)  AJIMUHHUCTpaTopa  HUH(pOpMAMOHHOM
0e30MmacHOCTH WM AJAMHHHCTpPATOpa HHGOPMAIIMOHHON CHUCTEMBI IEPCOHAIBHBIX JAHHBIX B
cucreMy (M3 CHUCTEMbI) JHOO 3arpy3Kd M WHHIHAAIH3AIWN CHCTEMBl M €€ MPOrPaMMHOTO
OCTaHOBA;

—  KOHTPOJISA IIEIOCTHOCTH CBOEH MPOrpaMMHON 1 WHPOPMAIIMOHHOHN YacTu;

—  (uapTpanyM MaKeTOB CIY)KEOHBIX MPOTOKOJIOB, CIY)KAIMX JUIS AUATHOCTHKH U
yrIpaBieHUs: pab0OTOM CETEBBIX YCTPOMCTB;

— ¢uiabTpauu € Y4eTOM BXOJHOTO M BBIXOJAHOTO CETEBOro HHTepdeiica Kak
CPEICTBO MPOBEPKU MOATUHHOCTH CETEBBIX aIPECOB;

—  pETUCTpaIyy U y4eTa 3almpaniiBacMbIX CEPBUCOB MPUKIIATHOTO YPOBHS,

— ONOKMpOBaHUA JOCTYNa HEUACHTU(PHUIIMPOBAHHOTO OOBEKTa WU CYyOBEKTa,
MOATUHHOCTH KOTOPOTO MPHU ayTeHTH(PHUKAIUN HE MOATBEPIUIACh, METOAAMH, YCTOMUNBBHIMU
K IIepexBary;

—  KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO MPHIIOKEHUN U OOHAPYKEHHUS CETEBbIX aTak.

[Toncucrema peanu3yeTcsi BHEAPEHUEM MPOrPAMMHO-AMIMAPATHBIX  KOMILIEKCOB
MEXCETEBOT'0 DKPAaHUPOBAHHS HA TPAHUIIE CETH.

55 IMoncucrema anaJM3a 3aIMMINEHHOCTH

[Toncucrema aHanM3a  3alMIIEHHOCTH, JIOJDKHA  OOECHeurBaTh  BBISBIICHUE
ySI3BUMOCTEH, CBS3aHHBIX C OMIMOKaMH B KOH(MUTypaluu MPOrpPaMMHOTO OOecreueHus
WH()OPMAIIMOHHONW CHUCTEMBI TIEPCOHAIBHBIX JAHHBIX, KOTOPBIE MOTYT OBITH HCITOJIb30BAHBI
HapYIIUTEIEM IS peann3alii aTaki Ha CUCTEMY.

OYHKIMOHAT TTOJICHCTEMBI MOXKET OBITh pPEaTH30BaH MPOTPAMMHBIMH U IPOTPAMMHO-
anmapaTHBIMU CPEJICTBAMHU.

5.6 Ioacucrema oGHapy:KeHHs BTOP KEHHUI

[Toncucrema oOHapyeHUsSI BTOP>KEHUH, JOHKHA 00ECIIEUUBAThH BBISBICHUE CETEBBIX
aTaK Ha JJEMEHTHl WH(POPMAIIMOHHON CHCTEMBI MEPCOHAIBHBIX JAHHBIX, IMOJKIIOYCHHBIC K
ceTsM OOIIIEro MoJIb30BaHUs U (MIIN) MEXKITYHAPOJHOTO OOMEHa.

OYHKIMOHAT TOJICUCTEMBI MOXKET OBITh peaTr30BaH MPOrPAMMHBIMH U IPOTPAMMHO-
anmapaTHBIMU CPEJICTBAMHU.



5.7  Tloacucrema KpuntTorpadguueckoi 3auuTh

IMoncucrema Kpunrorpadguyeckol 3amIUThl TNpeAHA3HAYeHA Uil UCKIIOYEHUS
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K 3aliuuiaeMol uH@opManuu B HMH(OPMAIMOHHBIX
CUCTEMAaX IEPCOHAIBHBIX JaHHBIX YUpEXKJEHUs, U €€ Neperade 1o KaHajlaM CBSI3M ceTeil
00111er0 MOIK30BaHMs U (MJIH) MEXKTYHAPOIHOTO OOMEHA.

[loncucrema  peanusyercss  BHEAPEHHEM  KPUOTOTpapHUECKUX  MPOTrpPaMMHO-
annapaTHbIX KOMIUIEKCOB.

VI. IHosb30BaTe I HHPOPMALNMOHHBIX CHCTEM IEPCOHAJBHBIX JAHHBIX

B Konuenmuu 0e300aCHOCTH MEPCOHAIBHBIX JAHHBIX ONPEAEICHbl OCHOBHbBIE
KaTeropuu moip3oBareneil. Ha OCHOBaHMM 3THX KaTeropuil JOJDKHA OBITH HPOM3BEACHA
TUIM3ALMS [10JIb30BaTeNe MH(OOPMAIIMOHHBIX CUCTEM IE€PCOHAIBHBIX JAHHBIX, ONpEAEICH
UX YPOBEHb JOCTYIa U BO3MOKHOCTH.

B uHpOpMaLMOHHBIX CHUCTEMax MEPCOHAJbHBIX JAHHBIX YUPEXKIEHUS MOKHO
BBIJICJIUTH CJICAYIOIIME TPYIIIbI MOIb30BaTENEH, YIaCTBYIOIIUX B 00pabOTKe MEepCOHAIBHBIX
JAHHBIX:

—  AamuHHCTpaTOp HH()OPMAIIMOHHON CHCTEMBbI IIEPCOHANBHBIX IaHHBIX;

—  Omneparop nHGOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX JAHHBIX.

JlaHHple O Tpymnmax I0JIb30BaTeNei, ypoBHE HMX JOCTyna ¥ HH(POPMHPOBAHHOCTH
JIOJDKHBI OBITH OTpakeHbI B [1070KeHnN 0 pa3rpaHUuEHHH MPaB JIOCTYyIa K 00pabaThiBaeMbIM
IIEPCOHAJIBHBIM JIaHHBIM.

6.1 AamuHHCTpPaTOp HH(OPMAIMOHHOI CHCTEMbI MEPCOHATBHBIX TaAHHBIX

AaMuHUCTpaTOp HMH(GOPMALMOHHONM CHCTEMBbl IEPCOHANBHBIX JaHHBIX, PAOOTHUK
VihpaBneHus, OTBETCTBEHHBIM 3@  HACTPOMKY, BHEIPEHUE U  COIPOBOXKICHUE
MH(POPMALIMOHHOM CUCTEMBI NEPCOHANbHBIX AaHHBIX. ObecnednBaeT (PyHKIHMOHUPOBaHHE
MOJICICTEMBI YIPABJICHUS JTOCTYIIOM WH(GOPMAIIMOHHON CHUCTEMBI MEPCOHAIBHBIX JaHHBIX U
YIIOJTHOMOYEH OCYILECTBJIATh IPENOCTABICHUE U pPa3sTPaHUYCHHE JOCTylla KOHEYHOI'O
nonb3oBarens  (Omepatopa WHDOPMANMOHHOW CHCTEMBI TEPCOHAIBHBIX JIAHHBIX) K
3JIEMEHTaM, XpaHsAIIUM [IEPCOHANIbHbBIE IaHHBIE.

AnmuHUCTpaTOp WHGOPMALMOHHON CHUCTEMBI IEPCOHATBHBIX JaHHBIX O0JagaeT
CJIEYIOIIMM YPOBHEM JIOCTYIIA U 3HAHUM:

— oOnanmaer moysHOW MHGpOpMaLUedl O CHCTEMHOM M IMPUKIAAHOM IMPOrPAaMMHOM
o0OecnieueHny NH(HOPMALIMOHHON CUCTEMbI IEPCOHATBHBIX JAHHBIX;

— oOnamaer mosHOW MHQOpMaIMed 0 TEXHUYECKUX CPEICTBAX U KOH(UTrypauuu
MH(POPMALIMOHHOM CUCTEMBI TEPCOHATBHBIX JAHHBIX;

— HUMEeT JOCTYIl KO BCEM TEXHHYECKHMM CpencTBaM 00paboTku MHGOpManuu u
JAHHBIM B UH(OPMALIMOHHON CUCTEME MEPCOHANBHBIX TaHHBIX;

— 00nazaeT BO3MOXKHOCTSAMH BHECEHHUS M3MEHEHHUIl B NporpaMMHOE oOecredyeHue
MH(POPMALIMOHHOM CHCTEMBI IEPCOHATBHBIX JaHHBIX Ha CTaJUM €€ pa3pabOTKu, BHEAPEHUS U
COTIPOBOXKICHMUS;

— oOnamaer mnpaBaMM KOH(UIYypUpOBaHUS UM AJAMUHUCTPATHBHOM HAcTpOKH
TEXHUYECKUX CPEJICTB MH()OPMAIIMOHHON CHCTEMBbI IEPCOHANIBHBIX JaHHBIX.

6.2  Omnepartop nHGpOPMANMOHHOI CHCTEMBbI MEPCOHAIBHBIX JAHHBIX

Omneparop MHGOPMALIMOHHOM CHUCTEMBl NEPCOHANBHBIX JaHHBIX, PAOOTHUK
VYupexaeHus, OCYIIECTBISAOMUNA 00pabOTKy MepcoHalbHBIX JaHHBIX. (OOpaboTka
NEPCOHAIBHBIX JaHHBIX BKJIIOYAET: BO3MOJKHOCTb IPOCMOTpPa NEPCOHAIBHBIX JAHHBIX,
PYYHO! BBOJI MEPCOHAIBHBIX JIaHHBIX B MH(OPMAIMOHHYIO CUCTEMY MEPCOHAIBHBIX JaHHBIX,
(dopMHpOBaHHE CIPAaBOK W OTYETOB IO WH(GOpPMAIMHU, MOITYYEHHOH H3 HMH(OPMAIIMOHHOMN
CUCTEMBI IEPCOHANIbHBIX JaHHbIX.

Omnepatop nH(pOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX IAHHBIX 00J1a/1aeT CIEeTYIOIIM
YPOBHEM JIOCTYyTa W 3HAHUM:
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— oOsamaer BCceMH HEOOXOAMMBIMH  aTpuOyTamMu  (Hampumep, TMaposeMm),
OGGCHG“IHB&IOH_[I/IMI/I AOCTYII K HCKOTOPOMY MMOAMHOKCCTBY IICPCOHAJIbHBIX JAaHHBIX,
—  pacmonaraet KOH(pHIECHIIMATbHBIMH JAHHBIMH, K KOTOPBIM UMEET JOCTYII.

VII. AIMUHHCTPATOP HHGPOPMAIIMOHHOH 6€30MACHOCTH
AnmuHHCTpaTOp  MH(DOPMAIMOHHOW  0e30MacHOCTH, pabOTHUK  YupexIeHus,
Ha3HaYaeMBbIH IPUKa30M PYKOBOAUTEIS Yupexaenus, OTBETCTBEHHBIN 3a

(YHKIIMOHMPOBAHUE CHUCTEMBI 3aIUTHI MEPCOHATBHBIX JAHHBIX, BKIOYas OOCITYy>KUBAHHE U
HACTPOMKY aJIMUHUCTPATUBHOM, CEPBEPHON U KIIMEHTCKOW KOMITOHEHT.

AMHUHHCTpAaTOp MHPOPMALMOHHONW 0e30macHOCTH 007aaeT CIEAYIOUIMM YPOBHEM
JOCTyIa U 3HAHUIL:

— obnamaer noaHoOH nHpopManuei 00 HH(POPMAIIMOHHBIX CUCTEMAaX IEPCOHATBHBIX
JTaHHBIX;

— MMeeT JOCTYNl K CpeACTBaM 3allUThl MHPOPMALUU U HPOTOKOJUPOBAHMS U K
YaCTH KJIIOUEBBIX 3JIEMEHTOB MH(POPMALIMOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX;

— HE UMEeT IpaB J0CTyNa K KOH(UTYPUPOBAHHIO TEXHUYECKUX CPEICTB CETH 32
UCKJIIOUYEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnMuHHCTpaTOp UH(OPMALIMOHHON 0€30MaCHOCTH YIOJIHOMOYEH:

—  peaau30BbIBaTh MOJUTHKU OE30MACHOCTH B YacTH HACTPOWKH CPEJCTB 3aLUTHI
nHpOpMAIINY, MEKCETEBBIX SKPAHOB M CUCTEM OOHAPYKEHHS BTOP)KEHUI, B COOTBETCTBUU C
KOTOpBIMH TOJb30BaTesb (Oneparop MHGOPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX JIaHHBIX)
MOJTy4aeT BO3MOKHOCTh PabOTaTh C dJIEMEHTaMH MH(POPMALMOHHOW CHCTEMBI IEPCOHATBHBIX
JAHHBIX;

—  OCYHIECTBJIATH ayJTUT CPEJICTB 3aIIUTHI HHPOPMAINH;

—  OCYILECTBIATh KOHTPOJb 3a JCHCTBUSIMHU IOJIb30BaTeneil HH(OpMaLMOHHON
CHCTEMbI IIEPCOHANBHBIX JIAHHBIX IIPU UX padoTe C EPCOHATBLHBIMU JTAHHBIMH;

—  yCTaHaBJIMBaTh JOBEPUTEIIbHBIE OTHOIICHUS CBOEH 3aIMIEHHON CETH C CEeTAMU
OPYTUX OPTaHU3alUN U yIpEKICHUM.

Jlo;kHOCTHBIE  00S13aHHOCTH  AJMHHMCTpaTopa HH(OPMAIMOHHON O€3011aCHOCTH
omnucanbl B MHCTpYKIIMH A AMUHUCTpaTOpa HHPOPMALIMOHHON 0€301IacHOCTH.

VIII. TpeOoBanus k paboTHHKAM 110 00eCTICYECHUIO 3AIUTHI
NEePCOHAJBbHBIX JaHHBIX

Bce paGotHuku YupexaeHus, SBISIONMECS MOJIb30BATEIsIMU HH(POPMALMOHHBIX
CUCTEM MEPCOHAIBHBIX JaHHBIX, JOJHKHBI YETKO 3HATh M CTPOTO BBINOJHATH YCTAHOBJICHHbBIE
npaBuiga W OOS3aHHOCTH MO JIOCTYNy K 3allMIIAeMbIM OOBEKTaM U COOJIIOJCHUIO
YCTaHOBJIEHHOT'O PeKHMMa 0€30MaCHOCTH MEPCOHATbHBIX TAaHHBIX.

[Tpu BeTymieHHN B JODKHOCTh HOBOT'O PaOOTHUKA HEMOCPEACTBEHHBIH PYKOBOIUTEID
CTPYKTYpHOTO TOJpa3jiefeHusi 00si3aH OpPraHHU30BaTh €ro O3HAKOMJICHHE C JIOJKHOCTHOMN
MHCTPYKIIMEH M HEOOXOJUMBIMHM JIOKYMEHTaMHU, DErJIAaMEHTHUPYIOIIMMU TpeOOBaHUS IO
3alIUTE MNEPCOHAIBbHBIX JaHHBIX, a TaK)Ke OOyuYeHHE HaBbIKaM BBIIIOJIHEHUS MPOLENYp,
HEOOXOAUMBIX JJIi CAHKIMOHUPOBAaHHOTO HCHOJb30BAHUS HH(GOPMAIMOHHBIX CHCTEM
MEPCOHANIBHBIX TaHHBIX.

PaGoTHUK H0KeH ObITh O3HAKOMIIEH ¢ Hacrtosuled IlonMTuKo#, yCTaHOBIEHHBIMU
npoLeaypamMu padboThl € JIEMEHTaMU MH(POPMAIIMOHHON CHCTEMBI NIEPCOHAIBHBIX JTaHHBIX U
CUCTEMOM 3alUThl IEPCOHABHBIX JAHHBIX.

PaGoTHuku YupexaeHus, UCIONb3YIOIINEe TEXHUYECKUE CPEICTBAa ayTeHTU(UKAINUH,
JOJDKHBI  00ecreunBaTh COXPAHHOCTh MEPCOHANBHBIX HICHTU(UKATOPOB (JIEKTPOHHBIX
KJIFOYei) U He JAOMyCcKaTh HECAaHKIIMOHUPOBAHHBINA JOCTYI K HUM, @ TaK )K€ BO3MOKHOCTh UX
yI€pu WIH HCIIOJIB30BaHUA TpeTbUMM Jinnamu. llonp3oBaTenn HeCcyT INEPCOHAIBHYIO
OTBETCTBEHHOCTb 32 COXPAHHOCTb UJECHTHU(PHUKATOPOB.

PaGotHuku VYupexaeHuss JODKHBI — CIEI0BaThb YCTAaHOBJIEHHBIM —IPOLEAYpaM
nojJep>KaHusl pekruMa 0€30MaCHOCTHU MEePCOHANTBHBIX JAHHBIX NMPU BHIOOPE U UCIOIb30BAHUU
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naposieli  (eciim  HE  MCIOJB3YIOTCS  TEXHHYECKME CpeACTBa  HACHTU(DUKALUU U
ayTeHTU(UKaLUN).

PaGoTHukn  YupexxaeHus  JODKHBI  o0ecleuyuBaTh — HAUISKAILyl  3allUTy
000pyI0BaHUs, OCTABIISIEMOTO O€3 MPUCMOTPa, OCOOEHHO B TE€X CIIy4asx, KOTJa B IOMELICHHUE
UMEIOT JOCTYN IIOCTOPOHHME JMua. Bce monbp3oBareny HHPOPMALMOHHOW CHCTEMbI
NIEPCOHANBHBIX JAHHBIX JTOJDKHBI 3HATH TPEOOBAHMSI 110 O€30MaCHOCTH NMEPCOHATBHBIX JaHHBIX
U TPOLEAYpPbl 3allUThl O00OPYAOBaHMs, OCTAaBICHHOro 0€3 NpPUCMOTpa, a TaKXKe CBOU
00513aHHOCTH 110 00ECIICYEHUIO TAKOH 3aIIUTHI.

PaboTHuKaM 3anpeniaercs ycTaHaB/IMBaTh IOCTOPOHHEE MPOTrPaMMHOE 0OeCIeUeHHUE,
NOJKJII0YATh JIMYHBIE MOOWJIBHBIE YCTPOHCTBA M HOCUTENW HHGPOpPMALMK, a TaK >Xe
3allMCBIBAaTh HAa HUX 3aIIUIIAEMYI0 HH(POPMALIHIO.

PaboTHukaM 3ampemiaercsi pasriamaTh 3alUinacMylo HHPOpPMaIuio, KOTopas craia
UM U3BECTHA B CUJIY BBIIIOJHEHUS UMM CBOMX JOJDKHOCTHBIX 00S3aHHOCTEH.

I[Ipu paboTe C TEpCOHANBHBIMH JaHHBIMH B HMH()OPMAIIMOHHOH CHCTEME
IEPCOHANbHBIX JAHHBIX PAOOTHUKM YUpPEKIEHHUS O00s3aHbl HCKIIOYUTh BO3MOXKHOCTb
IPOCMOTpPa IEPCOHANBHBIX JAHHBIX TPETBUMH JIMIAMH C MOHHTOPOB OOBEKTOB
BBIYUCIUTEIbHON TEXHUKH.

[Tpu 3aBepmieHnu paboTHl ¢ WHGOPMAIMOHHONW CHCTEMOW MEPCOHATIBHBIX TaHHBIX
pabOTHUKHU 0053aHbI 3aALIUTUTh OOBEKThI BHIUUCINUTEIBHOM TEXHUKHU C IIOMOIIBIO OJIOKUPOBKU
KJIFOYOM WJIM 3KBUBAJIEHTHOT'O CPEJCTBA KOHTPOJIS, HAPUMEp, HOCTYIOM IO MapoJIt0, €CIU
HE UCIOJIB3YI0TCs O0Jiee CUIIbHBIE CPE/ICTBA 3aILUTHI.

PaboTHuky YupexaeHus J0IKHBI ObITh TPOMH()OPMUPOBAHBI 00 yrpo3ax HApYIICHUS
pekuma 6e30MacHOCTH MEePCOHATIBHBIX JAaHHBIX U OTBETCTBEHHOCTH 3a ero HapyumeHue. OHu
JOJDKHBI  OBITH  O3HAKOMJICHBI C YTBEpPXKIEHHOW (HOpPMaIIbHOM MPOLEAYpOH HAJIOKECHUS
JUCLUIUIMHAPHBIX B3bICKAHUH Ha pPaOOTHUKOB, HAPYUIAIOIUX MPUHATHIE IOJUTHKY H
pOLEAYpbl OE30MIACHOCTH IIEPCOHATBHBIX JIAHHBIX.

PaGoTHukm 00s3aHBI 0€3 MpOMEMICHHUsT COO0IIaTh 000 BCEX HAOIIOJAEMbIX HIIN
MOJIO3PUTENBHBIX CITydasix paboThl MHPOPMALMOHHOW CHCTEMBI NMEPCOHAIBHBIX TAaHHBIX, a
TaKXKe€ O BBISBICHHBIX MMHU COOBITUSX, 3aTpPardBaroOIUX O€30MacCHOCTb IEePCOHAIBHBIX
JAaHHBIX, PYKOBOJICTBY M JIMILY, OTBEYAIOLIEMY 3a HEMEIJIEHHOE pearupoBaHHE Ha Yrpo3bl
0€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX.

IX. Jl01’KHOCTHBIE 00513AHHOCTH MOJIb30BaTe el HHPOPMAILMOHHON CHCTEMbI
NEePCOHAJBHBIX JAHHBIX

JIOMKHOCTHBIE  OOSI3aHHOCTH  TOJIb30BaTele  MH(OPMALIMOHHOM  CHUCTEMBI
NIEPCOHAIBHBIX JaHHBIX ONMCAHBI B CIEAYIOINX TOKYMEHTAX:

— Unctpykius AamuHHCcTpaTOopa HH(POPMAIMOHHON CHCTEMBI MEPCOHATBHBIX
JTAaHHBIX;

—  HMuctpykuus Onepatopa HH(OPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX JIAHHBIX.

X. OTBeTCTBEHHOCTH NOJIb30BaTe el HHPOPMAIIHOHHOH CHCTEMBI

NMEePCOHATBbHBIX JAHHBIX

B coorBerctBuM co cratesaimu 24 ®epepanbHoro 3akoHa or 27 urona 2006 T.
Ne 152-®3 «O mnepcoHalbHBIX JAaHHBIX» JHIA, BUHOBHbIE B HAapylIEHUU TpeOOBaHUI
@denepalbHOTO  3aKOHA, HECYT  TIPaXKIAHCKYH0, YTLOJIOBHYHO, aJMUHHUCTPaTUBHYIO,
JUCIUIUIMHAPHYIO U MHYIO MPEIYyCMOTPEHHYIO 3aKOHOJATENbCTBOM Poccuiickon denepanuu
OTBETCTBEHHOCTb.

HerictByroniee 3akoHOaTenbcTBO Poccuiickori denepannii mMO3BOJISIET TPEABABIATH
TpeboBaHus MO oOecredeHno Oe3omacHO paboThl ¢ 3amuinaeMoi HHpopMmanued u
IpelycMaTpUBAaeT OTBETCTBEHHOCTh 3a HAPYIIEHUE YCTAHOBJICHHBIX IMPaBWJI JKCILTyaTalluu
OBM u cucrem, HEMpaBOMEPHBIN JTOCTYN K HWH(GOpPMAIMM, €CITU 3TH JEHCTBHS NMPHUBETH K
YHUUTOXKEHUI0, OJIOKMPOBaHMIO, MOAUUKaUK HH(POPMALUK WM HapylmIeHUIo padboTsl OBM
win ceteit (crateu 272,273 u 274 YK PO).
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[Tonb3oBareny  HMHPOPMALIMOHHOW  CHUCTEMBI  IEPCOHAIBHBIX  JIAHHBIX  HECYT
OTBETCTBEHHOCTh 3a BCE JCHCTBHUS, COBEpPUICHHBIE OT MMEHHU HMX YYETHBIX 3alliCed WIH
CUCTEMHBIX YyYETHBIX 3aluced, eciau He JoKa3aH (akT HECaHKIIMOHUPOBAHHOTO
WCIIO0JIb30BaHUSI YUETHBIX 3aIHCEH.

[Tpu Hapymenusx paboTHukamu YupexaeHus — [lonp3oBarensmu nHGOpManOHHON
CUCTEMBI TICPCOHAJIBHBIX TaHHBIX IPABUJ, CBS3aHHBIX C 0€30MACHOCTHIO IMEPCOHATHHBIX
JAHHBIX, OHU HECYT OTBETCTBEHHOCTbH, YCTAHOBJICHHYIO JCHCTBYIOLIUM 3aKOHOJATEILCTBOM
Poccuiickoit ®enepanuu.

[IpuBenenHble Bbllle TpPeOOBAHHWS HOPMATHUBHBIX JOKYMEHTOB IO  3allIWTe
nH(OpPMALIUK JOJKHBI OBITH OTPaXKCHBI B JIOKAIBHBIX HOPMATHBHBIX M TPABOBBIX aKTax
Yupexaenus.
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XI. CHnHCOK HCIOJIb30BAHHBIX HCTOYHHKOB
Koucrurynus Poccuiickoit @enepann;
Koncturymnus Pecriyonuku Mapwuit O,
Tpynosoii koaekc Poccuiickoit @enepanuu;
Cemelinblii kogekc Poccuiickoit @enepannu;
@®enepanbhbiil 3akoH oT 27 wutons 2006 r. Ne 152-®3 «O nepcoHanbHbIX

agkrownE

JAHHBIX;

6. Ilocranosnenue [IpaBurensctBa Poccuiickoit @enepanuu ot 15 centsops 2008 r.
Ne 687 «O06 yrBepxaeHuu [lonoxenus 06 0COOCHHOCTIX 00pabOTKH MEPCOHATBHBIX JAHHBIX,
OCYILECTBIISIEMON 0€3 NCIOIB30BaHUS CPEACTB ABTOMATH3AIIIY;

7. Tlocranonenme IlpaBurenbctBa Poccuiickoit ®Deaepanmu ot 1 HO0ps
2012 1. Ne 1119 «O6 yrBepkaeHUU TpeOOBAaHUI K 3alUTE NMEPCOHATBHBIX JAHHBIX MPHU UX
00paboTke B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX TAHHBIX);

8. [Ilpuka3z denepanbHON CIYKOBI MO TEXHUYECKOMY U HDKCIOPTHOMY KOHTPOJIO
ot 18 deBpans 2013 r. Ne 21 «O06 yrBepxkaenun CocTaBa U coJiepKaHUsl OpraHU3aIMOHHBIX U
TEXHUUYECKUX Mep o obecriedeHnio 0€30MacHOCTH ePCOHANBHBIX JAHHBIX MPH HX 00paboTKe
B MH(OPMAILIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX);

9. Ba3zoBas mMojenb yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JAaHHBIX TIPH UX 00pabOTKe
B HMH(POPMAIMOHHBIX CHCTEMax I[I€PCOHAIbHBIX JaHHBIX, YTBEPXKIEHHAs 3aMECTUTEIIEM
pykoBoautenss ®CTOK Poccun 15 pespans 2008 r.;

10. Meronuka ompeneNieHUs AakKTyaldbHBIX YIpo3 O€30MaCHOCTH MEePCOHANbHBIX
JaHHBIX TMPU HX O00paboTke B WH(GOPMAIMOHHBIX CHUCTEMaX TICPCOHAIBHBIX JAaHHBIX,
yrBepxkAeHHas 3amectuteneM pykopogutenss @PCTOK Poccuu 14 depans 2008 r.



JIucr BHECeHHS U3MEHEeHMii

n/n

Jlara

O0/1acTh
H3MEHCHUA

IMpuuuna
H3MEHEeHHUs!

Onucanue
H3MEHEHHA




JIner o3HaKkoMJIeHU s

n/n

JlokHOCTH

PHNO

Jara

IMoanuck




n/n

JoaxkHocTh

PHUO

Jara

INoanucek




